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Abstract

The increasing use of blockchain smart contracts has introduced new security challenges,
as small coding errors can lead to major financial losses. While rule-based static analyzers
remain the most common detection tools, their limited adaptability often results in false
positives and outdated vulnerability patterns. This study presents a comprehensive com-
parative analysis of machine learning (ML) and deep learning (DL) methods for smart
contract vulnerability detection using the BCCC-S5CsVuls-2024 benchmark dataset. Six
models (Random Forest, k-Nearest Neighbors, Simple and Deep Multilayer Perceptron,
and Simple and Deep one-dimensional Convolutional Neural Networks) were evaluated
under a unified experimental framework combining RobustScaler normalization and Prin-
cipal Component Analysis (PCA) for dimensionality reduction. Our experimental results
from a five-fold cross-validation show that the Random Forest classifier achieved the best
overall performance with an accuracy of 89.44% and an Fl-score of 93.20%, outperforming
both traditional and neural models in stability and generalization. PCA-based feature
analysis revealed that opcode-level features, particularly stack and memory manipulation
instructions (PUSH, DUP, SWAP, and RETURNDATASIZE), were the most influential in
defining contract behavior.

Keywords: smart contracts; vulnerability detection; machine learning; deep learning

1. Introduction

Since the beginning, economic exchanges between entities have been governed by
traditional contracts, which formalize the terms of the agreement between the parties. Mod-
ern scientific and technological advances have transformed this conventional mechanism.
Blockchain is one of the most significant recent innovations: it acts as a distributed register
that ensures trust, transparency, and immutability of data [1]. With the emergence of
Ethereum, blockchain technology gave rise to smart contracts [2]. The concept of smart con-
tracts was introduced by Nick Szabo back in the 1990s as a digital alternative to traditional
paper-based agreements [3].

Smart contracts are software applications deployed on a blockchain [4]. As such, they
may contain critical vulnerabilities. Several cyberattacks have exposed these flaws, leading
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to significant and sometimes unpredictable financial losses. A well-known example is the
DAO hack in 2016, which exploited reentrancy vulnerability, allowing attackers to steal
3.6 million Ether, worth around 60 million dollars [5]. Indeed, even a minor bug in a smart
contract handling substantial funds can result in significant losses. Therefore, the early
detection and correction of vulnerabilities have become a necessity.

The identification of security vulnerabilities still largely relies on traditional methods
such as manual inspection, code auditing, and even formal verification. Tools like Oyente,
Mythril, Securify, Slither, SmartCheck, etc., automate the static analysis of contracts and
target common types of vulnerabilities (reentrancy, time dependency, incorrect authoriza-
tion with tx.origin, unhandled exceptions, etc.) [6]. However, these rule-based tools often
generate false positives or false negatives since they cannot fully capture the complex logic
of contracts. Moreover, static rules quickly become outdated in the face of rapidly evolving
code patterns [5,7].

In this context, artificial intelligence emerges as a promising solution to enhance
the security of smart contracts. Al-based approaches learn directly from data and can
continuously adapt to new types of vulnerability.

The main contributions of this paper are:

*  We present a unified and comprehensive evaluation of classical machine learning
models (Random Forest (RF) and k-Nearest Neighbors (KNN)) and deep learning ar-
chitectures (Multilayer Perceptron (MLP) and one-dimensional Convolutional Neural
Networks (CNN1D)) for smart-contract vulnerability detection using the large-scale
BCCC-5CsVuls-2024 benchmark.

¢  We investigate the features that most influence the classification process by analyzing
the contribution of original feature groups to the first principal components obtained
through PCA.

The remaining part of this manuscript is organized as follows. Section 2 reviews
the principal related works on smart-contract security, including static analysis tools,
machine-learning techniques, and deep-learning approaches. Section 3 introduces the
BCCC-5CsVuls-2024 dataset and describes its vulnerability classes and feature categories.
Section 4 presents the data-preprocessing pipeline and the experimental framework, de-
tailing the scaling procedure, PCA-based dimensionality reduction, and the configuration
of the six evaluated models. Section 5 reports and discusses the experimental results,
comparing model performance and examining PCA-derived feature contributions. Finally,
Section 6 concludes the study and outlines future research directions, including multi-label
vulnerability detection and real-time analysis frameworks.

2. Related Work

In this section we present the main contributions of automated vulnerability detec-
tion, focusing on both classical program analysis tools and machine/deep learning-based
approaches, and describe the research gaps that motivate our study.

Static and Automated Analysis Tools Early research primarily counted on automated
static analysis tools to detect vulnerabilities in Solidity smart contracts. Durieux et al. [8]
conducted one of the largest empirical evaluations of such tools, applying nine widely used
analyzers to two newly curated datasets through the SmartBugs framework. They found
the limited reliability of static analysis, with only 42% of vulnerabilities always being de-
tected (in addition to tools reporting many false positives). Ghaleb et al. [9] also developed
a fault injection framework named SolidiFI to evaluate static analyzers. By systematically
injecting security bugs into contracts, they demonstrated that most tools fail to detect
bugs they claimed to cover. These studies underscored both the utility and limitations of
static analyzers: while valuable for initial detection, their high false-positive/false-negative
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rates compromise effectiveness in practice. Zhou et al. [10] provide a more detailed and
systematic analysis across 13 vulnerability categories and nine types of analysis. Their
findings highlighted the lack of standardized vulnerability taxonomies, which complicates
reproducibility and cross-tool comparisons. The lack of standardized definitions hin-
ders instrument development and empirical evaluation, thus limiting the effectiveness of
static analysis.

Machine Learning-Based Detection To overcome the rigidity of rule-based analyzers,
researchers have increasingly turned to ML. Kumar et al. [11] evaluated machine learning
models for detecting DDoS attacks in IoT smart contract systems. Xu et al. [12] studied the
detection of eight smart contract vulnerabilities using features derived from abstract syntax
trees (ASTs). Both studies reported excellent detection performance with over 90% accuracy.
Compared to static tools such as Oyente and SmartCheck, the ML models were more
accurate and faster but still had issues finding specific vulnerable lines of code, generalizing
outside Ethereum’s Solidity language, and extending coverage to new blockchain systems.

Deep Learning-Based Approaches DL has been explored to capture complex se-
mantic patterns in smart contract bytecode. Sendner et al. [13] propose ESCORT as a
transfer learning system that detects several vulnerabilities concurrently and can easily be
adapted to new vulnerability types with minimal retraining. Their results show scalability
and generalizability which fixes a major limitation found in previous ML models. Also,
Osei et al. [14] propose WIDENNET that encodes the operational codes (OPCODES) from
contract bytecode to catch both simple and complex patterns inside it; tested on real
datasets achieves an average accuracy of 83.07% thus showing possibility for better per-
formance tuning using deep neural networks (DNNs). In parallel, researchers have also
investigated the security risks arising from software reuse. Chen et al. [15] report most
smart contract developers copy paste code snippets without caring about security. They
developed SOChecker, a vulnerability detection tool combining symbolic execution with
a fine-tuned Llama2 model which outperforms large language models such as GPT-3.5
and GPT-4 in detecting threats within incomplete code snippets. This highlights the grow-
ing importance to integrate Al-assisted methods into actual developer workflows. Also,
Chen et al. [16] conducted an empirical study to evaluate the effectiveness of large language
models (GPT-3.5-turbo, GPT-4, and GPT-40) in detecting vulnerabilities in smart contracts.
The authors evaluated the models’ capacity to detect nine categories of vulnerabilities
based on the DASP10 taxonomy using the Smartbugs-curated reference dataset, which
includes 142 Solidity contracts. The study compares the performance of ChatGPT with that
of 14 static tools. The main results indicate that, although ChatGPT outperforms traditional
tools in terms of speed and detection of complex flaws such as front running or denial of
service, it suffers from low precision (around 20-22%) despite a high recall rate (reaching
88.2% for GPT-4). The authors also highlight critical limitations regarding the uncertainty
of responses (instability of results on 42% of the contracts tested) and the context length
constraint for analyzing large code.

The summary of related work (Table 1) demonstrates important advances, but also
significant limitations. Static tools, while widely used, suffer from inconsistent accuracy
and lack standardized vulnerability definitions. Machine learning methods have shown
promising detection rates but are often limited to Ethereum’s Solidity technology and
limited datasets. Deep learning frameworks such as ESCORT and WIDENNET improve
generalizability and adaptability but remain computationally expensive and have yet to
demonstrate consistent superiority on diverse real-world datasets. Furthermore, little
attention has been paid to the systematic comparison and binary detection of traditional
machine learning models with deep learning approaches in unified experimental contexts.
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Table 1. Summary of related work on smart contract vulnerability detection.

Paper Year Dataset Samples Judgment Tools/Algorithm Problem Type Main Result
HoneyBadger, Maian,
. SmartBugs Curated, Manticore, Mythril, Osiris, . . Only 42% of
Durieux et al. [8] 2020 SmartBugs Wild 47,587 Opyente, Securify, Slither, Multidetection vulnerabilities detected.
SmartCheck
Oyente, Securify, Mythril, . . High rates of false positives
Ghaleb etal. [9] 2020 Own dataset 50 SmartCheck, Manticore, Slither Multidetection and false negatives.
SmartCheck, DefectChecker,
ContractWard, NPChecker, . . Detection limited to predefined
Zhouetal. [10] 2022 - - MadMax, Osiris, Multidetection vulnerability patterns.
ContractFuzzer, Sereum, sFuzz
Kumar etal. [11] 2021 BoT-IoT 2,934,817 Random Forest, XGBoost Multidetection Random Forest
outperforms XGBoost.
SmartBugs, SolidiFi, Oyente, SmartCheck; KNN; . . KNN achieves superior
Xuetal. [12] 2021 SmartBugsWild 408 SGD Multidetection performance.
. Transfer learning enhances
Sendneretal. [13] 2023 Own dataset 3,640,153 ESC%RT (Multilayer Multidetection detection of new
erceptron) e
vulnerabilities.
Osei etal. [14] 2024 - - WIDENNET (MLP-based) Binary classification WIDEI\({NET reaches
83.07% accuracy.
; SOChecker Outperforms
Chenetal. [15] 2024 Own dataset 897 SOChecker (fine-tuned Multidetection GPT-3.5/4 with Fl-score
Llama-2) o
of 68.2%.
ChatGPT has a high recall rate
Chenetal. [16] 2025 SmartBugs Curated 142 ChatGPT (GPT-3.5-turbo, Multidetection but low precision depending

GPT-4, and GPT-40)

on the vulnerabilities.

In this context, our work addresses this gap by conducting a comparative study of

machine learning and deep learning methods for detecting vulnerabilities in smart contracts.
More specifically, we investigated models such as RE, KNN, MLP and CNN-1D, thereby
providing a balanced empirical evaluation of classical and modern paradigms. The main

stages involved in constructing and evaluating our approach are illustrated in Figure 1.

Our workflow architecture |
Stage 3 :Model Selection Stage 4 :Testing and Evaluation

Stage 1 :Input Stage 2 :Preprocessing

-cross validation on:
lgF, KNN, Simple/Deep Retrain RF on the PCA-transformed
-Select numeric MLP, Simple/Deep CNN1D
features ple/ ¥ ) features using 70/30 train-test split
BCCC- leatures
SCsVul- -Binarization ¢
(secure label)
2024 Robust scaler Evaluate on:
- PCA (95% Std +— mean (Accuracy, Precision, Result
varianci) Recall, and F1-score)
A .45%
- Split: train/test ceuracy 90.45%
=(70:30) v
111,897 samples

Result

\4

RF performs best on all metrics

A

241 features

==

S

12 vulnerability
lables

X_ train: (78,327, 30)
X_test: (33,570, 30)

\ 4

Figure 1. Workflow of our proposed approach.

3. Dataset Description

The BCCC-ScsVuls-2024 dataset [17] was created to compensate for the lag in large,
multi-label benchmarks for smart contract detection and profiling. It is derived from So-
lidity smart contracts gathered from several reputable sources, including SmartBugs, the
Ethereum Smart Contract (ESC) collection, Slither-audited contracts, and the SmartScan
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dataset. During preprocessing, each contract is transformed into its SHA-256 hash rep-
resentation. The contracts are then statically analyzed and encoded as numerical feature
vectors using the SCsVulLyzer V2.0 framework.

The 2023 version contained 36,670 samples with 70 features and a binary output
(0 secure, 1 vulnerable). The 2024 dataset offers both an increase and diversity in features
(241 features), the number of classes (12 classes), and the number of samples (111,897).
The features are divided into several broad categories. They enable the analysis of smart
contracts at several levels of abstraction: (1) There are bytecode-based metrics: statistical
measures computed from the compiled code, such as entropy or character-frequency
distributions, which can reveal obfuscation or unusually complex logic. (2) Opcode-level
statistics record how often key Ethereum Virtual Machine instructions, such as CALL,
REVERT, PUSH, JUMP, or SELFDESTRUCT, occur in the bytecode, thereby capturing
the behavioral aspects of contract execution. (3) AST features describe the structural
composition of the contract by counting node types, exported symbols, and child nodes;
these features support higher-level reasoning about program structure. (4) Interface-level
(ABI) features measure the lengths and types of input and output definitions, constants, and
mutability qualifiers, allowing potential anomalies in function signatures to be detected.
(5) Source-code metrics include counts of loops, conditional statements, external calls,
and public functions; they also record the distribution of code, blank, and comment lines
and track the use of risk-prone Solidity keywords (e.g., delegatecall, send, or create2).
(6) Contract metadata such as names, inheritance hierarchies, and the number of functions
or events provides context that can be useful for classification and profiling.

The largest vulnerability classes are Re-entrancy (17,698 contracts) and Integer un-
derflow/overflow (16,740 contracts), followed by Denial of Service (12,394), Call to Un-
known (11,131), Gas Exception (6879), and Mishandled Exception (5154). Smaller cate-
gories include Timestamp (2674), Transaction order dependence (3562), Unused return
(3229), Weak access modifier (1918), and External bug (3604). Additionally, the dataset
contains 26,914 contracts marked as Secure, indicating that they exhibit none of the
listed vulnerabilities.

4. Data Preprocessing and Model Selection
4.1. Data Preprocessing

During the pre-processing phase, an analysis of the features distributions was per-
formed (Figure 2) to assess the presence and extent of outliers in the data set. We selected
238 numerical attributes. Visual inspection revealed a large number of outliers for most
attributes such as the count of opcodes and the number of bytecode characters, long-tailed
distributions much greater than the interquartile range (IQR). These outliers can signifi-
cantly disrupt the scaling process when applying traditional normalization techniques.

A comparative analysis was conducted to study the impact of scaling on dimension-
ality reduction using four preprocessors: No Scaler, StandardScaler, Min-MaxScaler and
RobustScaler with PCA. As illustrated in Figure 3, the cumulative explained variance curves
demonstrate significant variations in the number of components required to retain 95% of
the total variance: a single component with no scaling, 96 components with StandardScaler,
29 components with MinMaxScaler, and 30 components with RobustScaler.

These results indicate that the presence of outliers significantly affects the variance
structure of the data, ultimately influencing PCA performance. While StandardScaler
normalizes data using the mean and standard deviation, it remains vulnerable to outliers,
which can inflate variance and hinder effective dimensionality reduction. On the other hand,
RobustScaler uses the median and interquartile range for rescaling, effectively diminishing
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the impact of extreme values and yielding a more stable and representative feature space.
This approach is robust against outliers [18].

Figure 2. Distribution of some Selected Features 61-75 and 106-120.

Thus, RobustScaler was chosen as the most suitable preprocessing method because it
maintains the important features of the data and also reduces the effect of outliers. This
preprocessing technique guarantees that subsequent models are trained on unbiased feature
distributions, resulting in enhanced reliability and generalizability of learning performance.

For the output class we selected 12th label ‘secure’ to perform binary vulnerability
detection. In the original BCCC-SCsVul-2024 dataset, the authors assigned 1 for secure
samples and 0 for vulnerable samples. To synchronize the dataset with our binary clas-
sification task, where 1 signifies a vulnerable (positive) sample and 0 denotes a non-
vulnerable/secure (negative) sample, we inverted the labels by assigning secure samples a
value of 0 and vulnerable samples a value of 1. The converted data was split into training
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set (70%) and testing set (30%) using stratified sampling to maintain the class distribution
between secure and vulnerable contracts.

Figure 3. Cumulative explained variance ratio obtained from PCA using different data scaling methods.

4.2. Model Selection

To systematically evaluate the effectiveness of both traditional and deep learning
models in detecting smart contract vulnerability, six models were implemented under a
unified experimental framework. The model architectures and experimental setup are
summarized in Tables 2—4. The selected models include two traditional machine learning al-
gorithms RF and KNN and four deep neural network architectures: SimpleMLP, DeepMLP,
SimpleCNN1D, and DeepCNN1D.

Random Forest was chosen due to its robustness against noise and its ability to
capture nonlinear interactions through the aggregation of multiple decision trees [19,20].
Its ensemble nature provides inherent regularization, reducing the possibility of overfitting
in high-dimensional settings such as smart contract feature representations [21]. We also
chose KNN for both its high classification performance and its simplicity among machine
learning techniques [22].

In parallel, four deep learning architectures were designed to explore the represen-
tation power of neural models on structured feature vectors. The MLP architectures
aim to capture complex, nonlinear dependencies among features [23]. The “simple” and
“deep”variants differ in their network depth and number of hidden units, enabling analysis
of the trade-off between architectural complexity and generalization. The CNN1D were
introduced to exploit potential sequential patterns or local correlations within the PCA-
transformed feature vectors (adjacent principal components) [24]. The convolutional layers
perform feature extraction, while the global max-pooling layer ensures dimensionality
reduction and translation invariance.
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Table 2. Summary of deep learning model architectures used in the study.

Model Architecture Description

SimpleMLP Input layer — Dense(64, ReLU) — Dropout(0.3) — Dense(32,
ReLU) — Output layer (Sigmoid).

DeepMLP Input layer — Dense(128, ReLU) — Dropout(0.3) — Dense(64,
ReLU) — Dropout(0.3) — Dense(32, ReLU) — Dense(16, ReLU)
— Output layer (Sigmoid).

SimpleCNN1D Conv1D(32 filters, kernel size 3, ReLU) — GlobalMaxPooling1D
— Dense(32, ReLU) — Output layer (Sigmoid).

DeepCNN1D Conv1D(64 filters, kernel size 3, ReLU) — Conv1D(32 filters, ker-

nel size 3, ReLU) — GlobalMaxPooling1D — Dense(64, ReLU) —
Dense(32, ReLU) — Output layer (Sigmoid).

Table 3. Machine learning algorithms and their main configuration parameters.

Model Main Parameters
RF Number of estimators: 100; Criterion: Gini; Random state: 42.
KNN Number of neighbors: 5; Distance metric: Euclidean; Weighting:

Uniform.

Table 4. Experimental configuration.

Parameter Description

Dataset BCCC-SCsVul-2024 (111,897 samples, 238 features).

Preprocessing RobustScaler normalization; PCA retaining 95% vari-
ance (30 principal components).

Train/Test Split 70% training-30% testing; stratified sampling.

Cross-Validation

5-fold stratified with shuffle.

Optimization Algorithm

Adam optimizer (learning rate = 0.001).

Loss Function

Binary cross-entropy.

Epochs / Batch Size

15 epochs; batch size = 128.

Evaluation Metrics

Accuracy, Precision, Recall, F1-score (mean =+ std).

Hardware Environment

Executed in free Google Colab (NVIDIA Tesla T4
GPU (15 GB VRAM), 12.7 GB of system RAM Intel
Xeon @ 2.00 GHz, with 2 cores and 2 threads).

Library versions

TensorFlow: 2.19.0/Scikit-learn: 1.6.1.

All models have been evaluated using a five-fold stratified cross-validation procedure

to maintain class balance among folds and to ensure statistical rigor. For each fold, the

following metrics were calculated: accuracy, precision, recall, and F1-score. Results are

reported as mean =+ standard deviation, expressing both main tendency and dispersion

(consistency) across validation splits. Following cross-validation, the best model was

retrained on the training set of principal components and finally tested on the test set.

A confusion matrix of robust models was then constructed to provide class-specific per-

formance and identify potential sources of misclassifications, such as false positives or

missed weaknesses.
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5. Results
5.1. Overall Models
The cross-validation results summarized in Table 5 and Figure 4 highlight clear yet

consistent performance differences among the six evaluated models.

Table 5. Cross-validation performance (mean =+ std) of selected models.

Model Accuracy (%) Precision (%)  Recall (%)  F1-Score (%)
RF 89.44 +£ 010 91.29 £ 0.11 95.18 £0.22 93.20 £ 0.07
KNN 85.13+0.28 88.65+£0.19 9222+029 90.40=+0.18
DeepMLP 82.83+£0.05 86.98+033 91.03+0.45 88.96£0.05
DeepCNN1D 8169 £039  8482+147 9252+211 8847 +0.31
SimpleMLP 8195+032 8527 +114 9222+1.61 8858+ 0.24

SimpleCNN1D  79.13 £ 0.35 81.60 £1.30 93.74+£270 8721048

Figure 4. Cross validation performance of selected models.

Across all models, standard deviations remain relatively small (below 2.7% for every
metric), indicating stable cross-fold performance and confirming the reliability of the
validation procedure. The smallest standard deviations, confirming strong consistency
across cross-validation folds. While larger variability indicates greater sensitivity to data
partitioning and stochastic training effects. Despite these shared stability characteristics,
the performance metrics vary considerably depending on the complexity of the model.

Random Forest performs best on all metrics, with accuracy, precision, recall, and F1
score above 89%. It benefits from ensemble averaging, which reduces variance and captures
complex feature interactions. KNN is the second-best model; its instance-based approach
yields competitive recall (92.22 + 0.29) and F1 scores (90.40 + 0.18) but with lower precision
(88.65 £ 0.19) and accuracy (85.13 + 0.28) than RE. Both MLPs and CNNs show moderate
performance, indicating that the available training samples and the reduced features
obtained through PCA may not fully exploit the capabilities of these deep architectures.
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For all models, recall is higher than precision. This indicates that classifiers are more
sensitive to the vulnerable class and tend to flag vulnerable contracts rather than miss them.
However, models with lower precision (especially Simple CNN1D and Deep CNN1D)
produce more false positives, which could lead to unnecessary code audits in practice.

The deeper versions of the neural networks (Deep MLP and Deep CNN1D) outperform
their simpler peers, showing that additional layers help capture more complex patterns
in the data. Nevertheless, even the deep architecture does not surpass traditional models.
This suggests that the combination of RobustScaler + PCA may reduce feature complexity
to a level where simpler algorithms like RF and KNN are more effective, while deeper
networks risk overfitting or under-utilizing their capacity.

Using the Kruskal-Wallis test [25], we compared the performance of the different
models included in our study to determine whether statistically significant differences
existed among them. All obtained p-values were below the 0.05 significance threshold
(Accuracy: 0.000045, F1-score: 0.000056, Precision: 0.000095, Recall: 0.010847). Therefore,
we reject the null hypothesis that all models perform equally. These results confirm that
the performance differences observed between models are statistically significant.

The results in the Table 6 show marked differences in computational cost between
the evaluated models. Classical algorithms are the least resource-intensive: KNN has
negligible training time, while random forest requires longer execution time due to the
construction of multiple decision trees. Deep learning models are naturally more expensive,
with training times ranging from approximately 32 to 45 s depending on the network
depth, reflecting the iterative nature of gradient descent optimization. Memory usage
remains modest for all models: RAM consumption remains below 3 GB, and only neural
networks utilize the GPU. Among these, MLPs allocate approximately 124 to 127 MB of GPU
memory, while CNN-based architectures use more (up to 326 MB) due to convolutional
operations. Overall, the measurements confirm that, although deep neural models are
more computationally intensive than classical methods, all approaches remain lightweight
enough to be trained comfortably within the free limits of Google Colab’s GPU. Table 7
summarizes the evaluated models in terms of strengths, weaknesses, complexity (training
and prediction), and stability under PCA.

Table 6. Average training time and memory usage for each model.

Model Avg. Training Avg. RAM Usage Avg. GPU Usage

Time (s) (MB) (MB)

RF 51.60 1921.97 0

KNN 0.003 1924.57 0
DeepMLP 41.80 2425.36 127.20
DeepCNN1D 44.99 2715.31 326.00
SimpleMLP 32.41 2370.62 124.00
SimpleCNN1D 34.78 2560.03 198.00

All evaluated models demonstrate satisfactory stability and generalization, but RF
consistently provides the highest accuracy, recall, and F1-score, making it the most reliable
and well-balanced model for binary vulnerability detection. The low std model shows
strong stability by exhibiting low dispersion in measurements, making the RF robust.

5.2. PCA-Based Feature Contribution Analysis

Our choice was motivated by its superior performance and stability across all metrics.
For that, the RF was retrained on the PCA-transformed features using a 70/30 train-test
split. The classifier achieved a test accuracy of 90.45%, confirming the consistency observed
during cross-validation. In our context, where 1 denotes a vulnerable contract and 0 a
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secure one, the confusion matrix (Table 8) provides an explicit interpretation of the model’s

decisions. A true positive (TP) (24,411 cases) corresponds to a vulnerability correctly

detected, while a true negative (TN) (5952 cases) indicates that a safe contract was accurately

identified. A false positive (FP) (2122 cases) occurs when a non-vulnerable contract is

incorrectly flagged as vulnerable, which increases unnecessary manual inspections but

does not pose a direct security threat. The most critical outcome is the false negative (FN)

(1058 cases), where an actual vulnerability goes undetected, potentially exposing the system

to attacks. Reducing false negatives is therefore essential for security, whereas minimizing

false positives improves operational efficiency.

Table 7. Comparison of machine learning models in terms of strengths, weaknesses, complexity, and

stability under PCA.
Model Strengths Weaknesses (Traifii?/pl’l::cﬁﬁion) Stability Under PCA
High accuracy and F1;
ensemble averaging Requires longer training . . High—best performance
RF captures complex feature time (=51 s); relies on Moiiiite:;gli?;;icosb after PCA with low
interactions; robust multiple decision trees P variance across folds
to noise
Requires storing the Moderate—PCA helps
KNN Simple training; on th% dataset: se;glsi tive Low training cost; high remove noisy
non-parametric model . L. . prediction cost dimensions, but stability
to high dimensionality remains lower than RF
Captures non-linear Lower accuracy (~82%);
. patterns; moderate reduced feature space Moderate—stable
SimpleMLP . Moderate performance but no clear
resource usage (~32s, may under-utilise improvement with PCA
~124MB GPU) model capacity P
Deeper architecture . . . Moderate—deeper
captures more complex nghjnzsigfezzzgflttlng Higher training time models are more stable
DeepMLP relationships; slightly computational cost: still (~41s) and GPU usage than shallow ones, but
improved metrics over P ’ (=127 MB) PCA may remove useful

SimpleMLP

inferior to RF

feature structure

Exploits complex local
SimpleCNN 1D  patterns; modest training
time (/234 s)

Lowest accuracy (79%)
and precision; high GPU
usage (=198 MB);
sensitive to noisy
features

High—convolution
operations increase
computational cost

Low—performance
degrades after PCA with
higher variance
across folds

Multiple convolutional

Low precision (84.82%)
and accuracy (81.69%);

Highest complexity
among tested models;

Low—PCA removes
local structure, leading to

DeepCNN 1D layers c;;};itulre C;ITE lex highest GPU usage heavy convolution larger performance
sequential patterns (=326 MB) operations variance
Table 8. Confusion Matrix for the Random Forest Classifier.
Predicted Non-Vulnerable Predicted Vulnerable
True Non-vulnerable 5952 2122
True Vulnerable 1085 24,411

All evaluated models exhibit higher recall than precision (Table 5), reflecting a de-

liberate design choice favoring vulnerability sensitivity over false alarm reduction. This

behavior is desirable in security-critical contexts, where missing a vulnerability may lead

to severe financial or operational consequences. Remaining false negatives are likely associ-

ated with rare, low-frequency, or structurally subtle vulnerability patterns, which are more

difficult to capture in a binary classification setting.



Technologies 2025, 13, 592

12 of 14

We then examined the contribution of the original features to the first ten principal
components to identify the primary sources of variance (Figure 5). The first 4 compo-
nents showed strong contributions from opcode features such as PUSH, DUP, SWAP, and
RETURNDATASIZE, which correspond to stack and memory manipulation mechanisms.
These low-level execution instructions account for the primary behavioral differences be-
tween vulnerable and non-vulnerable contracts. The subsequent components reflected
more structural characteristics, including code length, duplicate line count, and crypto-
graphic operations (SHA3, ADDRESS, and INVALID), which capture aspects of software
complexity and error handling. This hierarchy of contributions suggests that behavioral
variability is mainly driven by execution semantics rather than syntactic or structural code
features. The opcode-related features dominate the first components, while code complex-
ity and entropy metrics appear mainly in the later ones. Solidity-specific and ABl-related
variables showed minimal influence, suggesting that vulnerability detection is primarily
governed by execution-level instructions rather than high-level syntactic descriptors.

Figure 5. Feature contribution heatmap for the first ten PCA components.

6. Conclusions

The current study provided a systematic comparison between the traditional ma-
chine learning models (RF and KNN) and deep learning models (SimpleMLP, DeepMLP,
SimpleCNN1D, and DeepCNN1D) on vulnerability detection of smart contracts from the
BCCC-5CsVuls-2024 dataset. After rigorous preprocessing with RobustScaler and PCA, six
models were trained and validated under identical conditions. Our comparative evaluation
demonstrated that Random Forest outperformed all other models in terms of accuracy,
precision, recall, and F1-score, confirming its robustness and stability across validation
folds. Deep architectures such as MLP and CNN-1D achieved competitive recall but
showed higher variability, indicating sensitivity to the dimensionality reduction process
and training data partitioning.

A PCA-based analysis further revealed that vulnerability binary detection is largely
governed by low-level opcode features related to stack and memory management, whereas
higher-level solidity and structural metrics had limited influence. This highlights the
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importance of execution semantics in driving vulnerability behavior and validates the
relevance of feature-level interpretability in vulnerability detection frameworks.

In future research, we plan to expand this study in two directions. First, multi-label
classification will be introduced to simultaneously detect multiple vulnerability types
within the same contract. Second, we aim to build an automated, real-time detection
pipeline deployable in development environments, enhancing proactive security auditing
for blockchain developers.
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