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A B S T R A C T   

Cloud computing processes vast quantities of data and offers a variety of flexible, secure, on-demand, and cost- 
effective collaboration options for consumers. Due to the increasing prevalence of hosted services, data security 
has become an increasingly critical concern. Hadoop, the engine at the heart of cloud computing, causes serious 
problems for the cloud. Any public, private, or hybrid cloud environment can use this security solution without 
any hassle (IaaS). Furthermore, it is compatible with the vast majority of Cloud computing’s capabilities. In
crease cloud security using NTRU encryption. This study made advantage of the (NTRUEncrypt) algorithms 
residing in Hadoop to speed up the file encryption and decryption processes. If HDFS is engaged in the Map Task, 
then HDFS will take care of both the encryption and decryption processes. Data on the cloud can be kept private 
and secure thanks to the proposed protection technique, which makes use of cryptography. Combining the 
proposed technique with preexisting infrastructure and web-based.   

1. Introduction 

“Big data” in the context of digital information refers to a large 
quantity of data that is reported often but not usually from the same 
source. It is predicted that the quantity of potential digital data would 
expand by more than 40% in the space of a single season, contributing to 
the widespread nature of the current data flood. It is still the case that 
the vast majority of these datasets are created at no cost and in real time 
purely as a byproduct of the user’s everyday activity [1]. Regardless of 
the availability of computational resources or storage infrastructure, 
“big data” [2] refers to datasets that are challenging to save and prepare 
using typical software tools. Statisticians consider Big Data as an 
example of data produced by computer systems whose primary objective 
is not mathematical inference but rather an end result. Mobile call detail 
records (MCDRs), Internet/text (website), GPS mapping data, social 
media (Twitter, Facebook, and Instagram), crowdsourcing data, Internet 
of Things (IoT), satellite and remote sensing data, and so on are all in
stances of Big data that are available to the public [3]. In view of the 
ubiquitous use of computers, the internet, and cloud computing, there is 
a growing consensus that security must be emphasized in order to give 
acceptable assurances of data availability, data integrity, and data 
confidentiality. The development of cloud computing ideas is intrinsi
cally tied to every major improvement in machine learning techniques. 

Cloud computing has numerous benefits, notably for saving money and 
streamlining processes, but users are understandably concerned about 
the safety and privacy of their data while it is being stored and processed 
on the cloud. These concerns arise because of vulnerabilities in the form 
of things like hackers, insider threats, and protection holes [4]. 

The NTRU technique, together with the homomorphic features of the 
counting methods introduced in Ref. [5], is utilized to guarantee the 
secrecy and security of online votes. The goal of this research was to 
improve the efficiency of a classic universal re-encryption methodology 
by decreasing the size of the ciphertext and to create a way that works 
well with supply-constrained devices. The fundamental motivation 
behind [6] is to reduce the expense of Searchable encryption on Hadoop 
by cutting down the time required to encrypt vast amounts of data by 
preparing them in parallel. In Ref. [7], multiple methods were employed 
to provide better cloud security. These methods included RSA, AES, and 
DES. 

2. The public-key cryptosystem of the NTRUEncrypt system 

An alternative to RSA and elliptic curve cryptography (ECC) is the 
NTRU lattice-based public key cryptosystem NTRUEncrypt (also known 
as the NTRU encryption method) (which is not known to be breakable 
using quantum computers). The idea is predicated on the assumption 
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that some polynomials in a truncated polynomial ring are difficult to 
factor into a quotient of two polynomials with very small coefficients. 
Lattice reduction presents a significant algorithmic task related to but 
distinct from cracking a cryptosystem. Selecting appropriate values for 
parameters helps prevent some of the documented attacks [5]. 

Contrasted with other asymmetric encryption algorithms like RSA, 
ElGamal, and elliptic curve cryptography, elliptic curve encryption and 
decryption are much faster because they simply require simple poly
nomial multiplication. However, in its currently deployed form, 
NTRUEncrypt has not yet been subjected to the same level of crypto
graphic scrutiny [6]. 

NTRUSign, a digital signature algorithm, is a related algorithm. 
All polynomials R = Z [X]/(XN− 1) is a truncated polynomial ring 

where the convolution multiplication is performed. have integer co
efficients, and the maximum degree of the polynomials in the ring is N-1. 
This is the basis for NTRU operations.  

a = a0+a1X+a2X2+a3X3+ … +an-2XN− 2+an-1XN− 1                            (1) 

Instead, NTRU is described by four groups of polynomials and three 
integer parameters (N, p, q) in which N is prime, q is always larger than 
p, and p and q are coprime (a polynomial part of the private key, a 
polynomial for creating the public key, and a polynomial for generating 
the symmetric key). 

A modern public key cryptosystem, NTRUEncrypt has only been 
around for a short while. The original NTRU system, created by three 
mathematicians in the mid-1990s, was dubbed by its acronym (Jeffrey 
Hoffstein, Jill Pipher, and Joseph H. Silverman). These mathematicians 
and Daniel Lieman created the NTRU Cryptosystems, Inc. in 1996, and 
they were granted a patent [1] on the cryptosystem that has since 
expired. 

The recent decade has seen a lot of effort put into strengthening 
cryptography. Several tweaks have been made to the cryptosystem since 
its initial Four sets of polynomials (a polynomial portion of the private 
key, a polynomial for constructing the public key, and two polynomials 
that are coprime with N) and the properties that N is prime, q is always 
greater than p, and p and q are coprime, introduction to strengthen its 
security and boost its performance. The majority of the performance 
enhancements concentrated on increasing the rate of the process. There 
is published literature describing NTRUEncrypt decryption problems as 
recently as 2005. Concerning safety, with NTRUEncrypt 1.0, new pa
rameters have been implemented that appear secure against all 
currently known attacks and a moderate increase in computational 
capacity. 

IEEE P1363 standards for lattice-based public-key cryptography 
have been met, and the system is now approved for use (IEEE P1363.1). 
Mobile devices and Smart-cards can take advantage of the NTRUEncrypt 
Public Key Cryptosystem because of its speed (for benchmarking results, 
visit http://bench.cr.yp.to) and minimal memory utilization (for more 
on this, see below). For use in banking and other financial institutions, 
NTRUEncrypt was officially recognized as an X9.98 Standard back in 
April 2011. If Alice wants to send Bob a secret message, she’ll need to 
create a public and private key. While Alice and Bob have access to the 
public key, only Bob has access to the secret one. Two polynomials, f, 
and g, with degrees no greater than N-1 and coefficients in [-1, 0, 1], are 
needed to produce the key pair. They are equivalent to representations 
in R of the residue classes of polynomials modulo XN− 1. In addition to 
satisfying the requisites for a polynomial f in Lf, the polynomial f must 
have inverses modulo q and modulo p (computed with the Euclidean 
technique), which means that f. fp = 1 mod p and f. fq = 1mod q. If Bob 
chooses an f that isn’t invertible, he has to try again with a different f. 

Bob’s private keys are f and fp (and g). By solving equation (2) may 
derive the public key h.  

h = pfq.g mod q                                                                              (2) 

Alice sends Bob a secret message by encoding it as a polynomial m 

with coefficients in the range [-p/2,p/2]displaystyle [-p/2,p/2]. As it is, 
binary and ternary representations of message polynomials are both 
viable in modern encryption applications. After creating the message 
polynomial, Alice chooses a polynomial r at random with small co
efficients (not limited to the set − 1,0,1) in order to conceal the message. 
Using Bob’s public key h, here is the encrypted message e:  

e = r2+h+m/q                                                                                (3) 

For privacy, Alice’s messages are encoded in this cipher text before 
being forwarded to Bob. 

Therefore, Alice cannot divulge r, as doing so would allow anyone 
with knowledge of r to calculate the message m by assessing e minus rh. 
Bob has knowledge of the private key in addition to the information that 
is already out there. How he can get m is as follows: To begin, he per
forms a multiplication using the encrypted message (represented by e) 
and a fraction of his private key (represented by f  

"a = f.e mod q"                                                                               (4) 

The following calculation is represented by this equation once the 
polynomials have been rewritten:  

a = f(r(h+m)) / q                                                                            (5) 

If a = f (rpfqg+m)mod q, then a = pr2+f2+m2 mod q. 
Alice selects the coordinates of her message m in the interval [-p/2, 

p/2], therefore if she selects the coefficients of a between 0 and q - 1, the 
original message may not be successfully recovered. Because the co
efficients of the polynomials r, g, f, and m and the prime p are all tiny in 
comparison to q, this means that all coefficients of (pr.g+f.m) already lie 
inside the region [-q/2, q/2]. When a message is reduced to a smaller 
size using the modulus q, all coefficients remain the same, allowing for a 
successful decryption of the original. 

Since pr. g (mod p) = 0, we may proceed to the following step and 
determine a modulo p as follows:  

b = a (mod p) = f.m (mod p)                                                            (6) 

By multiplying b by his second private key, fp, Bob may decrypt 
Alice’s message.  

c = fp.b = fp.f.m (mod p) (mod p)                                                     (7) 

Since the property f. fp = 1 holds, c = m (mod p) (mod p). 

3. Big data 

Big data is a different kind of world. Simply put, “big data” refers to a 
collection of information that is either too large or too complex to be 
stored in a traditional database table format, such as structured, un
structured, or semi-structured information. Among the various expla
nations prepared for large data, the author of this work investigates the 
composition’s property, related, and structural durability. The notions 
of “Big Data” [7] will determine the future of the IT sector. New data 
from IDC demonstrates that social media sites produce enormous 
amounts of data daily. This includes 6.9 billion Google searches, 3.6 
billion Instagram likes, 4 million hours of content posted to YouTube, 
500 million tweets from Twitter, 5.7 billion Facebook likes, and 4.3 
billion messages written on Facebook. Because of the trend that emerged 
after the “Data Explosion,” we now have Big Data. The only thing that is 
constantly expanding and altering our culture is data [20]. Big data has 
been defined in various ways by some of the most well-known names in 
IT, such as EMC, IBM, and others. The characteristics of size, velocity, 
diversity, and value serve as defining characteristics of big data. In 2011, 
EMC and IDC collaborated on a study titled “Big Data Technologies,” 
which explains how to “high-speed data capture, discovery, and anal
ysis” to efficiently extract value from huge amounts of different data [8]. 
Concerns about the privacy and security of Big data have been the 
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subject of numerous news articles and scholarly studies in recent years 
(see, for example, Chen, Mao, Zhang, and Leung [9]; Goldfield [3]; 
Kambatla, Kollias, Kumar, and Grama [10]). Academics occasionally 
discover techniques for making sense of massive amounts of data from 
well-known American companies like Orbitz, Netflix, and Target. 

Despite the prevalence of these and other big data security incidents, 
a recent assessment of the latest big data by Chen, Mao, Zhang, and 
Leung revealed major gaps in the literature. The “3Vs” were developed 
by Gartner in 2011 to describe the three primary aspects of Big Data. 

Bigdata is a freely accessible data set with a size that can be measured 
in terabytes or even zettabytes, which is described by the Volume. The 
sheer volume of this data makes it difficult to store and analyze using 
standard visual approaches [11,12]. Data sets are heterogeneous in the 
sense that they include many various kinds of information, such as text, 
photos, audio, video, clickstreams, and log files [2,12–19,26–30]. 

Pingdom estimates that in 2012 there were 1.2 trillion Google 
searches, 1.3 Exabytes of mobile bandwidth consumed by mobile de
vices in a single month, 2.2 billion email users sent and received 144 
billion emails per day, and 7 Petabytes of photo content was uploaded to 
Facebook. Credibility and usefulness have been added to the original 
5Vs of big data [8,21–25]. 

4. Proposed algorithms 

Estimates suggest that encryption must precede the storage of every 
file in HDFS [6]. The HDFS Client is in charge of the encryption process 
and depends on NTRU cryptography systems. 

Refer to Fig. 1 for a suggested encoding and decoding setup. The 
NTRU is a coding scheme in which a random number is used to encrypt 
the plaintext. It is the public key that is used to implement encryption. 
Name Nodes in HDFS are responsible for storing the Metadata that 
governs the file system namespace and restricts client access to the 
encrypted file. 

Data is collected in the HDFS after the suggested coding scheme has 
been applied, and then HADOOP files for HDFS are stored in batches. 
When a user requests data, the server will access encrypted data to 
perform the decryption, and the user can then recover the decrypted 
data using the private key [21–30]. 

5. Experimental results and analysis 

They have been utilizing HDFS and Map Reduce to gauge the efficacy 
of encrypted HDFS on nodes equipped with an i7 core processor, 8 TB of 
hard disk, and 16 GB of memory. How long it takes the using the NTRU 
technique to encrypt the Hadoop-separated data files may be thought of 
as the encryption time, while decryption time can be thought of as how 
long it takes to convert the cipher text back into plaintext. 

Data from a study that compared the NTRU, ElGamal, and Piallier 
cryptosystem across different file sizes is displayed in Fig. 2. The pro
posed method clearly showed efficient time usage in comparison to the 
RSA throughout the board, from 10 MB up to 5.12 GB at a step size 
increase. 

Results of a comparison between NTRU and the Pillair and ElGamal 
cryptosystem for various file sizes are displayed in Fig. 2. For data sizes 
between 10 MB and 5.12 GB, with the step size increasing with each 
repetition, the suggested technique consumed less time than the RSA. 

Therefore, the proposed approach (the Proposed algorithm) is faster 
than the traditional ElGamal and Paillier in completing the encoding 
stage. Fig. 3 displays the ElGamal and Paillier decoding procedure in 
action. We’ve been making do with encoded files of varied sizes up until 
now. The proposed method boasts quicker decoding speeds than the 
aforementioned algorithm. 

6. Conclusion 

Hadoop allows us to address large data challenges in businesses and 
government agencies, but the platform’s security infrastructure is 
inadequate. An eavesdropper or other unwelcome third party may 
attempt to access data stored in Hadoop. Since Hadoop doesn’t employ 
any sort of security controls, you never know if the data you’re looking 
at is legitimate. Before being gathered in HDFS, the content of files is 

Fig. 1. Illustration of the HDFS encryption process.  

Fig. 2. Encryption time of ElGamal. Paillier and proposed method.  
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encrypted using the suggested asymmetric approach, making them 
protected from a wide range of network intrusions. Following the 
application of the encryption technique, data or files can be collected 
rapidly in Hadoop without concern about security issues. To name just a 
few examples, “platform as a service,” “infrastructure as a service,” and 
“software as a service” are three of the most prominent service models in 
a cloud computing system, and the proposed encryption method enables 
all of them (PaaS). The protection and management of data is given, as is 
the protection and management of transfer keys for sensitive data 
(authentication, integrity, availability, and confidentiality). When 
applied to files of varying sizes, the proposed method’s encoding and 
decoding times skyrocketed, as did the amount of computational 
complexity required (twice as high in the decoding stages as in the 
encoding). 
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