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* ABSTRACT Quuntum key distribution (QKD) is a technique For distributing symmeinc encryplion keys
securcly using quuntum physics, The mate of key distribution is low and decreases exponentially with
incredsing distance. A clussic trimted relay (CTR) tses additional keys to enhance secarity distance in QKD
neiworks, In proctice, the assurance of secunty for cenam relay nodes is stll leeking, despite the Guet thut
CTR roguires that all nodes be frusted. Owing 1o channel unrelisbility, system faults sceumulate during the
key mulay, thereby mcreasing the probability of CTR failimg 1o distribote e seerel key. The foilure of o
spccessiul key relay would (then resull o the subséquent destruetion of all the keys mvslved i Lhe process,
which lends (o (he wasting of the quintmm secrél key md redietion system encrypiion. Hence, allevinting
the effect of CTR fuilore for the parpose of obluining key séeurity distribution of distant guamom network
i mecessary issue (o twekle Therelore, o rew scheme is needed in order 16 overcome the above-mentionéd
ixkues Lo come up with o belter ntilization of the peneraled keys, Inthis study, o software-defined nelworking
(SDN) techmigue i introduced o circumvent his drawback by utilising the flexibility provided by the SDN
parndipm for better QKD metwork manseement. In particular, a novel survivability model called soltware-
defined guamum key relay fuilure (SDOKRFEF) is proposed in this paper in which a new fonction is developed
and ndded Lo the SDN controller. According w the simulation results, SDN over o QKD nelwork using the
SDOKRF model is more reliable ond perlorms better m lerms of the key gemeration ratio, Key ulilisalion
rate, recovery ulter fuilure, avalanche effect, and service blocking rate thar a regular QKD nétwork without
the SDOTRF model.

INDEX TERMS Quentuir key distribution (QKD), software-defimed network (SDN), survivability, ¢lassical
trustec relay (CTR).

L INTRODUCTION

It is expocted that by 2023, approximately two-thinds of the
workd population will have Tntermel scees, this sugzesty tha
the amaont of Internet users i estimated o will increpse
from 3.9 hillion (50%: of the world populatica) in 2008 1o
5.3 hillion (66% of the world population) in 2823 [1], The
inerease i interoed access will lead (o an increase an dhe
mumher of securty beuches such as eavesdropping @nd data

The swsecinle cditor cofinating the review of this manoecrp and
appreeyieg il for poblication was Ahdermbmone Lakug'™

imtereeption, which consquently con mesoll an the Joss of
porsonal information, Ammeial losses, and sigmfieamt dis-
ruptions to services | 2], |3]. Therelore, ayplographic tech-
nigues becami sm inevitable sliemative to ensure the safety of
communication carmied out through the internet [4], However.
ane of the most ¢svential ervplographic tsks is 1o establish
secure cryptogniphic keys acmoss untrded networks |5
Traditiomally, encrypiion methods bised on public-key eryp-
togruphy have been used, enabling eryplographic keys to he
distributed over umreliable networks. Although public-key
crypography seeunty rehies on the computational comploxiiy
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of mathematical funetions, the rapid growth of processor
chips and quanbom eompulers heis rendered commumicalion
pecurity far less reliable [25], |533]. and [65], Henee, the currend
encryption lechnigees are meufficienl o guaraniee seeurity
mn the quaniem-computing e Therefore, a new approach is
required 1o proteet the dils trmsported pernss commumcalion
netwirk s froom these secunty lapses [26], Becouse a guanium
bil i% uncopinhle, any sitempls lo do so will be detected easily
by both the sender and reeciver. Quantem kev . distribuiion
(QKD) is one of the most promising alternatives o mudi-
tional daty encryplion methods [27], QKD is derved from
the fundmmental principles of quantom mechanics, including
the Helsenberz uncertninty principle and gusntom no-climing
theorem [7). 8], QKD can creale s secure lmk belween
two distarmt parics usang guumtum secret keys [9), [LO], [41].
However, QKD hay mostly been used lor poinl-lo-peind
commurications. Despile improvements in this direction, the
perlormance of poinl-to-point QKD network s remains funda-
meeritally comstroined in berms of distimee limitation and e
because seerel key resources sre typically limited mocurrent
advanced QKD systems | Li|, | 1], This issae con be resolved
using a series of QKD relays, kmown os the classical trasted
relay (CTR) {54]. Hence, the seardd keys in QKD networks
are valimble | 0], where omne of the mam goals of the CTR
techmology B o send quaniom keys lo distunt QRN nodes
usinez hiphly secore encryption. In sddition, the nodes of the
CTR technigue are expected to be safe from intrusion and
aitack by amy moothorised party [28]. In CTR technology,
cvery ralay node mmusd be trosted; however, cortain relay seg-
mieris bre unséeared [4]. Moreover, Lhe operation of the key
relay occurs via the public chummel of the QKIY system, this
mizans that it would be mpossible o gel the <ignal mmeme
1o cavesdropping. This moplics thal. il one smongs the CTR
nodies is compromised, (he entite network is considered fnse-
care [4]. Under such o comlition, o compromised CTR node
implics that the CTR (eelmigue foiled o distribote guastom
secrel kieys seross QKD systems [22] In this cose, there is'a
higher demand for QKD netwiork seered kevs and it s difficult
o meet the sécurily needs of the service. This is one of the
mujor challenges in QKD-network-based CTR lechnology.
Therefore. it become a necessily o come op with a new sur-
vivahility scheme for the CTR weehnigue, moreover, the con-
trol and manspement of the guantam keys i the relay process
necds improvement [6). Despite the waste of resoorees and
complexily meuarred by CTR, 4 Nexible und effective QKD
network ean be realised wsing soltwure-defined metworking
(SDNM). SDN enobles ihe separation of control (manogement)
and dots (forwarding) planes [5]. SDN enobles new tech-
modogics and services o be added more guickly and allows
lor cenfrulisation of management @nd oplimisation based on
the principles of network programmubility and configura-
bility. Arificinl intelligence (Al), muchine learning (ML),
deep learming (DL}, und oplimisation technigues con play
significant roles in enhoncmg the performonce of existing
QKD networking technigues: [6]. Conseguently, there s a
growing mierest in employing machine learmng oy enhonee
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the performanee of qumtum communicalion networks [36).
Ome of the highly used slgorithms in this regard i< the rein-
ltrcement learming (RL) alparithm which is wsed to explain
umiad eonclude kow an mtelligent apent leams and improves ils
stratepgies through imtérueting with ils emvirooment [55], [17],
[15], und |49],

In this paper. we propase o movel survivability model called
software-defined guontum trusted Telay failure (SDOTRF)
o overcome the chollenges of the CTR techmigue failiore
batsed on the QKD network, In the proposed model. the SDN
controller is responsible for allevinting the effect of CTR
lechnology [oilure. This paper presonts three main contri-
butions they are pamely; (1) the immodoction of o movel
SDN comtroller im which o new function is added, in addi-
tion, o mew Teluy protocol hax been proposed o enhanee
the mamopement of umsuceessiul relaved keys: (2] 4 movel
comreepl hos been presented to fmprove the securnity of secrel
key recyclimg by adding on RL (Q-leamimg) aloorithm Lo
incredse the survivability of quantwm secrel keys thal were
not specessiully relayed:; and (3) & new muting method for
linding an altermative secune path hoas been presented, @ has
m effective mile in ease fniling o relay the reeyeled secrel
keys

The paper i@ strochaed os follows; the work conducted
regarding QKD-kased CTR lechnology and the molividion
behind proposing SDOKRE are presented i Seetion 11 See-
tion 111 presents the basic concepis of QKD and the essential
prnciples of CTR technology. The archilecture of QKD over
S5DN s deseribed in Section TV, Seetion’ V' opresents the
system model ond the nototion used 1n this paper. Section
VI deserbes the proposed SDQKRF model. The glponthm
for the propused model s deseribed in Section VI Sec-
tion VI presents the peérformoiice evalontion of the proposed
SDOKRF maodel. Fimally, Section IX concludes the papes.

Il. RELATED WORK AND MOTIVATION

Three different  reloyv-bused solutions: ore  ovailable in
QED-protected opticol networks for secure long-dhstimee
commumnicaion. First, QEDbased quuntum repeaters (guon-
tum Tepealers creste an o endangled state belween  two
nodes Jocated in different locations using the guontom
entanglement panciple (o establish - secure  long-distmee
communication), [36], [6], Scocoml, the measurement-device-
midependent guanium key distribution (MDI-QED) priviocol
[10) 1121 [13], [14] (Based wpon two-photon nterfer
once. the MDEQKED protocol, i immuone 1o all atncks
auains| the detection system, which allows a QKD network
with untrusted reluys, fibre-bosed implementations wmed st
longer distanees, higher key rutes, and network venifrcation
huve been rapidly developed ) [57] Thind, QKD-based CTR
technolowy (the generated secret keys on the first QKD link
are further encrypied with the generated secrel keys in the
mmtermediale nodes balore being relayed o the Gnol destina-
tion mode) | 10, (6] As the MDI protocol hus limited ssfety
distance (still Hmited 1o ~500 km) [ 18], [58] amd guuntam
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ropenters wre sl undersoing development | 56), most QKD
nietworks sre still deploving the CTR technology 1o emable
commurication ovir longer disumees | 10], However, nodes
wilth CTR technology siill oughl 1o be ereédible sinee they
recognise the secrel keys between the source und destination
modies [24]. To improve the security of the CTR lechnique,
nonew hybrid usted/mimsted node in o CTR-based QKD
mettwirk archilecture wis proposed in [ 19], | 20], [21], In addi-
tion, in [52], a topological absfraction-hased protection stroi-
egy wis proposed for o QED nefwork with pariially rusted
CTR nodes snd o kev prolection threshald to chimge how
key mesoomes are ghared Funbermore, a QKD technigue
for a ring network was developed in |35] under similur
trusted! untrusted CTR lr::lm-.llu;g"r nodes, which splves the
gecurity issue of key distribution in o sing hackbone net-
work. To reduce the wastnge of guaniom keys, 1 new con-
cepl imvolving the recycling of guantom keys wis propasdd
m [22], which lBeused on the processing of Moiled relay secrel
keys busedd on CTR lechnology. However, few guamium.-key
reeyveling mec harisms have beéen proposed and simtegies for
quantiim key reevelme and reuse are requined 1o incrbase ke
mmber af available keys [6] Quantum keys sre tmpoitar
m QED-seeured optical networks beenose their secrel key
rale i low [10]. Therefore, to improve the munagement of
secrel keys in QKD-huséd CTR. lechmology, SDN hos the
polentinl for manapemi in QKD melworks [33]. Quantum
key pool (QKP) lechnology was developed (o foeilitate the
volume alloeation of on-demamd secrel keys for control and
dula chammels in software-delimed optical metworks (SDON)
secured by QKD based CTR technology [23]. Moreover, &
time-scheduled spproach [or QK constroction was devel-
oped m |24] o Incilitute oficiem scheduling of QKD based
on CTR acmss clussical notworks. In [29), SDN was used to
provide services 1o several lenanils over o QRD melropoli-
tm pelwork alficiemly and Mexibly. 11 was prvwen in [30]
thot SDN-contrulled QKD networks can be emploved (o
provide end-{o-end kevs for demund service provisioning
busied on the CTR lechnologay. A practical key managemerd
scheme was presented in |31] for o QED network, in which
the key relay through the CTR technology is dynosmicully
routed by SDN. Recently, machime leaming (ML) hos been
petively used o mmprove the perfomnce of QKD melworks,
In [32], the swhors proposed sn ML model based on o
hvbirid quumtum-classiesl QKD nelwork enabled by SDN (o
cvalunte the performanee of the quanium chonnel in terms of
moise, secrel key rale (SKR), and the presence of o clascien]
chanmel. For QK D-séeurvd optical metworks based on CTR
technology, & mulli-tenonl secrel key assigmment strulogy
bused om reinforcement leaming (RL) was proposed in [34].
A commpurative study of heuristics snd oo RIL-based spproach
was gondieted by [33] o investigatle the effectiveness of
muliitensnt provisioning over o QKD melwork based on (ke
CTR techmigu.

According to the above litemture review, almost oll exper-
iments wied CTR technology o merease the coverags range
ol QKD systemis. In foel, this Smieoy does nol come withoul

VELLINAL # ), 2s

it is downsudes. 1T the securily of certain CTR nodes camaot
b puarmntessd, which may be due to the aetivity of an caves-
dropper or malicious attaek, or il any of the CTR nodes are
hacked. this tusted relay technalogy will be imellicient for
the remote distribution of quantum keys. In (his seenorio. the
lwiled key disiribution based on the CTR technigue increnses
the miluence of nemenus nelwork issues. ineloding the secu-
rity nieeds of commumication neross relwaorks, increasing the
network ey demand, secrel Key rate, QKD service blocking
role, and transmssion distence. Moreover, most studies in
the Iterature thal are mentioned in this section focus on
successfully distributing guanium seerel keys bused on the
CTR techmigue. Hence, only o few studies have addressed the
lnilere of the CTR mechamsms, In this study, we sldressed
this iskue by proposing a mew survivability model (SDOTREFL
As Tor as we can tell, pd work has been conducted (o utilise
SDN over QKD networks to momage the seerel key when
the CTR technigue fnils to distribute guantum keys. The
SDOTRF model. which is based on gpplying SDN o a QKD
poelwork, wos designed o improve the perfformance of the
QKD network by minimising the effccts of CTR failure.

M. FUNDAMENTAL PRINCIPLES OF QKD

This section focuses on the crtical suppont lechnologics
for QKD paworks, Fira, the clossie poimroopoim QKD
tcchmigque emploving the BBEE ond SARGH protocaols: was
presented. Finally, o QKD long-distance imnsmission scheme
featurmg case of implementation wis introduced based on the
abjective of mereasing the key mate.

A MECHANISM OF POINT-TO-POINT QKD

The basic principle behind point-topoimnt QKD wis intro-
disoed 1o the first QKD proiocol. that 5. the BBE4 protocol
that was propoged by Benmedl and Brassard In 1984 [37],
as illastrated in Figure 2, which allows Alice sml Bob (o
oenerate. trensfer. and synchrontse keys [ 10]. A QKD link™
refend to the lomeal connection botween two remote QKD
nodes that shore o gquantum channe! for photon ransmissions

~and & public channe] for the post-processing of the mionno-

ton transferred [5]. The following 15 a descrption of how the
secrel key genembion process works when using the BBR4
protocel [6].

Phase [: The Quontum Siste Alice mokes o string of
gubits, ond for-each qubit and chooses st mndom cither @
rectilinenr basis () with two polrsution of photons (407,
07 or a dingonal basis { >} with two polanisutiony of photons
(135°..457) [6]. Subsequently, o string of qubils is sent 1o
Bob vin o gquomum channel. By comrast, Bob chooses o
rundom measurement busis for each gubit received. Using
the chosen basis, if the megsurmg bases between Alice and
Bob are the same; 1 gives a perfectly comelmed result, and
Boh records o sring of all received gqubits; called the raw key,
1f the megsurement bases differed; an uncorrelated resull was
abimined.

FPhase 22 Alice ond Bob communicaie with eschother over

a public charme!] durmg posi-processmg 1o derive secrel koys
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FICURE 2. Point-lo-point QHD mechanism based on BE&4 Fﬂﬂ:ﬁl

from the mensumomond results. The posl-processang lechmigue
reguires the Followmy stepy lo obtain the secret key:

I} Sifting: Alice and Bob use s clussicnl channel to
exchungs mformation about trensmitted snd reocived
photons, Qubits belonzing to the same messunng bases
selected by Alice and Bob were mlgincd: however,
those comresponding to different measunng buases were
elimmated, and the length ol the key sfter the siftine
the sifting stuge = 142 of the raw key. Sifted key
i generated by decoding the remaining qubits miv 3
string of clssdcal bats | 10],

1} Ermor estimation snd correction: The purpose of this
stop wos to eliminate any sk of mustokes that may have
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vecumed donng the process of sifting, Alice and Bob
used & public chunnel o communicate with one amsthor
and compare the resulis of exchanging o rundom sub-
string of ¢lassicul bits in sifled keys [ 10].

2 Privacy amplification and authentication: This step
minimises the informution of the secrel key against o
minimal mmber of vrmuthenticited users, and gener
ates g now shorer key through the use of umiversa) hash
functions. In addition, an authenGceation procedure is
neeessary (o ensure the safety of the secret generated
by cavesdmapping [6].

The SARGIM prolocol was  [irsl  proposed by
Scaroni el al. |38] in 2004 When the mechamism of petnl-
topaint QKD of the BR&S protacol was compured to that of
the SARGH prtocol, it wus discovered thyt the first phases
of bith were the same |59] The fraditional post-processing
procedure, which is the maim difference between the two
protocols, makes the SARGIH protocol more secure. Alice
dous it explicitly declare her bases during the second phase
when Alice and Boh decide which bits their hases mutch.
Instemd, Alice snmounces o pair of not-orihogonal stales, one
of which she uses 1o encode hits. Bob does the same thing.
I Bob uses the cormect basis, he measures the correct state_
IF Bob makes the wrong chaice, he will not be able to measure
uny of Alice’s stutes, which will provent him from idenlifying
the hil. 1o the case of no érmor-present, the length oF the key
remaiming aflerthe sifting sepis 172 that of the row key |39,

B. CTR TECHNOLOGY FOR LONG-DISTANCE
TRANSMISSION

The consequences of signal loss and decoherence inher
onl 1o mest ransport medis, such ns optical fibres, mpede
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lomg-distance communication [60]. Exdy implementations of
QED systems concentraled their attention primsrily focusdd
on the commumcalion thol occumed belween the two end-
points [6], Until reeently, QKD haxmaestly been used inpoint-
Lo-pisinl commumication scemsrios. Although there had been
progress made m this area, the performance of poinl-to-point
QED nelworks temuains limited by distsnee amd through-
pul [40]. This comstraint con be cieumvented wsing CTR
technology. Using rusted reluys based on the mechanism of
CTR in QKD networks waos first sugpested m 2002 [£], This
allowid bath ends of the contadt (o use o series of relinhle
relays o exlend the distenee. CTR protocols providee the basis
lor guartum secrel keys sent over CTRs. Simee 2003 [42],
the BBN key reluy protocol wius reliably implemented in
gquantwmn pelworks. However, the BBN prolocol has two
mujor drowbacks: il is tUme-consuming to csfablish the key
mutierial ond it demsmds complete trust among oll cosmmm-
micating nodes. Schoriner amd Rase presemied o stralegy for
re-cnerypling the ey distribution for lev relavs based on
QED systems [43]. However, in the re-enoryplion method,
thie relay nodes are =il required e reiain the XOR values of
thie QKD keys séerel, bnd soccessive communicalicn belween
odjoining relay modes i still recessary (4] This is beciuse the
NOR value wais used (o decrypl the QKD keys. The poblic-
XOR-key method. which has been used for quamum-secure
commurication since 2013, mvalves nodes of CTRs making
their XOR keys public [4]. This allows the emlpoints to share
o key. When compared with the re-encrypiion simtepy, this
scheme reduces the complexity of the system and [aeilittes
the imiffie of the reloy nodes. However, it shiould be noted that
these three types of CTR protocols sre used (o distribule the
gusntum secrel key vin'o poblic chonnel. Figure |, provides
o description’ of the primuary process of the BBN, os well as
re-encryption and public XOR key protocols [4].

IV. QKD ENABLED BY SDN ARCHITECTURE

A more advanced method of adding QKD (o tanspornt net-
works 1 o use the most recent sdvunces o networking
iechnology, purticularly in network munagement [35], [46].
In the QKD notwork manogement perspective. SDN can
stgnificuntly mmprove the management effectivencss of QRD
networks [3], 4] SDN can provide QKD networks with
efficient and stmughiforword manoeement because of i
progrommiable; amd adsplable centmlised  control mechs-
nism [33]. The architecture of SDN-cnubled QKD networks
5 comprised of three layers, ay shown in Fieure 3. These lay-
ers are the spphication, control, ond infrostructure beyer 48],

1y Applicanon layer: Thix layer is locoted n1 the top of
the STN=enabled QKD notwork. b not only responds
immedintely 1o user requirements bat also mokes net-
wark resources caster for users o find. Thercfore,
it might bo able o provide whal consumers necd m
termms of lopological visualisation: md quality of ser-
vice. In adiditon, the controller can ensble the abstroc-
tion of network resources. such as light-path creation

VELLINAL # ), 2s

arthbsmmd
lrerfuce

i g Lo gy Loy ‘

FIGURE 3. QKD aver SON srchitecturs.

For QK Dy and routes for the generation of the secret key
in the miristrocture Taver throupgh orthbound inter
oces. Both processes occor mthe context ol QKD [4T].

2} Control/management layer: This Tayer provides the
operalor with a comprehensive view of the QKD net-
works. This Tayer may have one or 'mone controllers
to munage the network in the mfrastmctore layer ancd
make the petwork open o different applications. Aller
recoving demands [fom the operutons, the application
laver credtes reguests thal are subsequently transmitted
o the controller via the norhbound interface of the
applicition liyer. The controller then caleulates anc
awsigns QKD resourees using o global network muap anc
southbound inlerface protocol [10]. Cormespondimgly,
the control lnvermanages QKD resourees locdted in the
Infrostrocture lyer. Additionally, It is esponsible for
delivening services 1 multiple applications focated 1o
the upplicaiion lnyer and receiving mformation regord-
mg resource allocation ond policy from the infrostroc-
tore tayer [47).

3} Infrostructure laver: This layver lies al the bottom of
the architccture concerming the performunce: of the
QED devices [47]. In the infrstrocture loyer, QKD
nixdes. also known as QKDINs ane connecied (0 one
unither throagh QKD hinks. For long-distonce end-tie-
end QKD, many CTR techoology nodes wre: placed
betweon two distant QKDNS [48]. The SDN controller
mnd QEDNCTR con commmumicnte witheach other and
oxclunge messzges through z southbound interfuce:
Each QEKDN/CTR can operote following the instroc-
toms received from the SDN contmller over the south-
bound mierface. There s a3 continuous prodoction of
u muymber of secred koys betweon any twio QEKDNs or
CTHs thot are divectly hnked 1w one snother, as wel] as
bietweon 1 QKDN ond CTR.

21645



IEEE Access

0. Shirko, 5. Askar Neswel Securiny Sarvival Madal o QKD Betwnrics Enatiled by SON

TABLE 1. Motation and definitions.

MOTATIONS  DIEFMNITIONS

N (3-value Betyween palrondes

sMn feW jrenormti secire pali

ACKALT intificalion sl sovcers
sending delivored

ALK ot ifteion it fildlurs
fenehing

{ikn kv generie far pamr nodes

Hkn reevelmg tor pair tixdes
hasedd on Q-vahues

M praif midld failure

M et nande 11 sewmne paih
which miean CTR Hodes
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V. SYSTEM MODEL
The proposed system model i described as follows: Graph G
{N, C, SP. QKDn, SN, DN) reprosents a network that can
transmil scerel keys, N s the sel of secure puth nodes; ©
is the connecting link, where every two nodes @ and j are
eommected by o fink (i, 7), and all (3, 1) ¢ C; SP represenis
the cwrenl secure path; QKDn represents the pairing key
between pair nodes; SN represents the sooroe node and DN
represenits the destimation node. We assume that QED cm
relain gl manage end-to-end keyy, considering that it can
only priduce poini-to-point keys 2 4 given rale through
direct Hnks (L j). Tuble | provides the Hist of notations and
definitions thal were uved in this study,

V1. PROPOSED MODEL OF SDONRF

In thix section, wa explam the suggested SDOTRE mode] lor
the purpose of alloviating the effect of CTR fuilure on QKD
netwarks,

Three: main  objectives were behind coming ap with
SDOQTRF poradigm. Firs, fuow can the manageability of the
QKD netwirk be improved tn the case of distributed the secrel
Kev fuily? For better control and monagement of the QKD
netwaork . we used SDN over the QKD network o homidle
the case of & fuiled secret key reloy, However, the SDOTRF
miodel docs not affect the SDN process wath QKD the keys
nre successfully refnyed. This indicmies thut the SDOTRF
miodel will only ke action when CTR wechnology [ails to
retay the secret keys: Frim thes point, we designed o purticulor
function. thie Covtingendy functinn, within the SDN controlier
platform o gumraniee that the SDOTRF model framework 15
more refinble onid does not impact the SN process with QKD
i the cise of o successful relay of the key, This function
wis regerded a8 the core of the SDOERF frumework. The
comtimgeny function 15 composed of & O-Leamning modufe
and Topolvey module, which are both support modules.
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Addittonally, the key munagement procedure of the QKD
nelwork is sipmificamtly sssistéd by the relay key protocol,
which sigmificantly contributes Lo this process. In general, Lhe
suitable protocol is the public-XOR-key protocol, bul in the
case of CTR fuilure, the destimation node will check if stisa
bad key or an secepled key, which meins that i€ il is 8 bad key,
all this keys that have been relaved before will be desiroved.
Thus, we proposed a new relay protocol that s suitable for
imsuocessfully relayed kevs, Moreover, the mechanism of
the proposed relay protocal is centred upon the concepis of
the public XOR-key prolscol with <ome mmprovements. The
[ollowing ore o detailed explonation af the proposed relay
protocal

1} The QKD pretocal is esecuted by cach node along with
its nelghbouring nodes to produce o pairs of QKD keys,
as ilhustrted o Figome 4,

2) The liest relay node conducts the XOR opemtion using
the QKD keys and adds the checksum of the XOR key.
The relay node then lemporunly stores the QKD keys
anil irnsmits the XOR key and its checksum 1o the
subsequent relay node.

3y The next relay node performes the XOR key check-
sur. | no errors were observed, this provess will he
repeated. Then, all XOR resulls are semt to the nest
CTR node_

4) The destination mode caleolates the final key wsing
the QKD key (QEN), The common key, Qkl, ix then
shared by the sender and the recciver. Subsequenily,
Adtce uses key Qkl to send d secrel message to Boh

Remark{; When the secrot key 15 successfully relayed, the
receiver asks all previous nodes to immediately dismiss the
QKD keys.

Remark2: The following parazraphs exphion the mecha-
nism of the relay prtocol in the case of CTR falure,

Secomd, how can anseccessfal relay Kevs be wtilised o
capand ey avatlabilig? The most efficient way to collect
and process keys that camnot be relaved s to recycle the
failed keys and use them to encrypt the services agaim but
with o lower level ol security, However, the reliability of
the recycling process coukd be improved by determiming
the recycling amount. To muke the regyeling process more
secure, we used the recyeling melhod m SDOTRE, bl with
cenuin improvements. With reflemence (o the (vadue, the (-
Learming meditle of the SDOTRF mode] determines the recy-
cling amount. Tn addition, we eosured thit the key recyeling
process was only camied owl from the souree mode: o the
nodis suspected to huve been the sowrce of failure n the key
divimbution process, Further elunfication is provided m the
(ollrwing example.

o Woassumed the secure path contuins five nodes:

o The secret key issent from the source node (1) 1o the
destination node {3).

o Woassumoed that the failureoccwmed between nodes (3
und 4.
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FIGUEE 6. Bample of the recpding process,

recvoling method? One method consdered as o polential
splution to this issue is to find a different mute that can be
suarmnleed o be safe. From this perspective, we propose o
new idea 1o Fmd o new secure path and make it sutishle for the
SDOTRF frumework. Belore Anding the secune path, based
on the oecurrence of two suceessive Failures at the same nods,
wiz ansume that there are secure snd ursecure nodes (nobe Uhat
the umsecure nodes are sssiomed W be the cause of the keyy’
[milere Lo relay successiully). An approprisle secure path in
the SDOTRF model i identificd vsing o Q-leaming miod-
ule. Inm sccorlmers with the Q-learmmg module, we allocated
two envirommenis: o seclre envitonment with secire nodés
umdd 3 imsecure environment with inseeure nodles. Using the
lopology module; secure ond mmsecored nodes were saved for
the curmrent snd previous lopologies: Further clarifieation is
provided m the following examyple.
e In the last example; we ossume that there are twi
successive Milures inthe some pair of nodes (3 ond 4),
us shown in Figure 7,

1

2)

11 Mode 4 sends a notificaiion io the contmaller; as demon-

strated in Figure 6.

Retrunsmit notification fromn node £ to the comrolier.
The conrofler will then reguesy the opemation of the
contingency function.

Ii the contingency funciion delermines, based on pre-

2) The comroller will then request the operation of the
contineency function,

I the contingency [unclion delenmines that there are no
twio successive faileres in the some pair of nodes, then the
Q-leurming module computes the Q-values for the secure path
nioidis (14} and sends them Lo the controller. The contimgency
{mmetion stores information on fulures between pairs ol nodes
(3 ol 4 in the topology module.

31 The controller then semds the Qovalues 1o nodes (1-4)
and wsks the nodes (1-4) 1o recyele their keys hased on
the Q-vulues, Them il sends a key from the source node
1 the desinatiom node.

Kemnari3: The topology module 15 osid 1o collect, store, and
update the QKD notwork topology a5 well osthe information
ol the CTR oodes, which will tnke 1 peniodically from the
cammlior.

Third, selar ix the atternarive plan if the propased model

fuily toy rense the failed refay Bevs, which way based on the

VELLINAL # ), 2s

viously saved mfommation in the topology module, that
there are two consecutive failures al the same pair of
nodes, then it will mark nodes (3 amd 4) as unsecare
nodes and initiote the Qelearming module to find o new
secure path excluding the unseeure nodes (3 and 4 and
send it 1o the controller,

4) The conirotler then wiks the nodes i ihe new secare
pith to genernie 3 now seerel key hetween each pair of
nodes ond sends the key from the soorce node 1o the
destination node,

VII. ALGORITHM IMPLEMENTATION OF 5DQTRF MODEL

The proposed SDQTRF model in this study provides an
aptimal solotion for mimmising the impact of CTR: {oilure:
Thi: overall steps of the SDOTRF mechonism in sccondomee
with the notaions provided in Toble 1 are listed in Toble 20
Lines | ond 2 were wsed for imitinkisation. The for-doop cov-
orimg hnes 3-8 stors sending QKD keys from the soorce
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mode o the destination node. Line 4 sends the key 1o the
next node (Nx;), whereas line 5 applics the relay protocol
o verily whether the nexd node has soecessfully reecivid
thio key. IT 1t is successful. line 7 checks whether the ey
hus resched the destination node. 11 it reaches the destination
node, line 8 poes o the outpul of the sleorithm. Il nob, Tine
10 retoms o send the key o the next node (line 3). I he
chéck of seknowledgoment i line 6 were & failure then in
line 13 the réceived node will semd 4 failure acknowledeement
o the controller 1o inform it that there was ermor occurned,
m Tine 14 the controller will mm the contingeney lunclion,
m Tie 15 the contingency lunction reguesis that the opol-
ooy module collect informution regarding eoch node. tn line
16, the contingency Ffunction is venified. then i Tine |7 the
contmgency function will mork the two sender and receiver
nodex % unsitcured nodes: then in Tme 18 iU will update the
topology module snd exelude these pnseoured notes from the
new secute path, inline 19 new secure path will be generated
busedd on the exclusion thit wis determined in Tine 17 &
18 afler new secure path was found the alponthm will stan
all over apnin from line 3, else il the Iine 16 were alse (oo
spccessive [alure are found) then i line 22 the contimpency
function will ask the Q-learning module 1o gencrile (lvalue
for each secure path nodes amd wall ask the conroller o send
notification from source node o the node was error oconr o
start key recyeling depending on the genersied (valucs asin
lines 23 & 24, then afier key reoveling s done the algorthm
will siort all over ggam from hipe 3, ond continue 61 key reach
to the destinabion node.

As shown i Table 2, the SDOTREF model is desoribed.
A secure path cun be delermined according to SDN. Axa
resull, the selected path has fewer total bops. Then, scconding
1o the snalysis of the CTR node; the key from Sn i D will
begm to bic sent. Subsequently, the miodel then further checks
il i1 has delivered the key successfully hop by hop based on
the proposed refay protocol, 1 untrusicd nodes are shsent n
the path, the key will reach the destination node successfully.
I there ix an umirusted node ond o foilure 15 detected by o
CTR node, m ACK, will be sent 1o the controller, which
will run the contingency function. The contingency function
will check 1 two suocessive: fuflures. ocour of the ssme node.

21640

TABLE 1. SDOTRF algorithm.

Adgoritlan: The prosposeil STOTRE model
I: mpits CF 0N, U 51 QR m, SK DN

2 it (Snecess etivered Koy, from SNt DN then dismmns

the QLN kv
3 Fapr 1=a8h ta B0 Loup
4 Send by T Ny
- Hased on the propased relsy protocol.
clisek it delmvery wias suecessfiil.
i BEACE M Nl then
E 1 Mai =N thien:
] i
gz Flia:
itk Cro t Saepe 3
1 Enl ir
12 Elde
13 Send ACEf Nad) to Contralles
14 Cogpirellee vun contingency [t
15 CUontbmpency feguest aeiwork Bopalagy
I6: I} twnce sudvessive [nilisies st the samie puds Uien
7 Mk NG an uS ind the rept ool an S
1§: Enluifing N
1% Generale 5Pn and (=l
26 Ciay \ov Step. 3
i H Elag:
3 Crenrrate (N velue for Nef
3 g Cuntrollier sends ACKS
4 Sturt Rk (N1
25 (o 1o Seps 3
2o End it
ErH End if
25 el Lo

If ooy, then it wall genenite Q-Values from Sa to the oode
whicre 1the fatlure occwrmed, and the comroller will send these
valucs 1o nodes ond perform o key recyeling, then resome
sending the key, I two successive foiflores ocour then the
contngency function will mark the: pair of nodes &s unsecure

“mnd start Q-leaming o gencrute & new secure path excluding
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FIGURE 9. USNET network topology.

the unsecure nodes. Once the new secure path s made, the
comtrolier will sinn sending the key one hop w & 1ime guaim.

VHI. SIMULATION RESULTS

In onder to venly ond evalunte: the: pedformance of the
SDOTRF model, two types of network topology were nsed
mn the sumufstion: The National Science Foundation Network
(NSFNET, 4 podes and 29 Iinks) and the United Stuies not-
work (USNET, 24 nodes and 43 Tinks), as shown in Figure 8
ond 9, respectively.

Python was ubilized as a programming lanewase for the
purpose of smnuletme the proposed SDOTRE model. The
hardwoare environment consisis of single GPLU NVIDIA
Celorce: KTX 3060T:, Windows 11 was utilized as an oper-
gtion system on the workstution with CUDA 11 3. For our
study, we focused on a scenano jnowhich the key was unsoe-
cessfully relayed. We assumed that SDN over the QKD nei-
work operiied normally, tn the stmulation, we used an m-huili
Limear Congrueniml Random Number Generstor (RNG)
gencrate Tandom errors within the nodes to evaluaie perfor-
mance: The results are based on an average of 1000 simuls-
tions for both network topologes. The SARGH Proioco! was
implemented for each pur of podes o produce QKD keys,
which were then utilised throughout the amulation. Differ-
ent key lengths are used in the simulations. The simulation
performance of the SDOFTRF model 15 presented in jable 3.

The main abjective of the SDOTRF model was to reduce
the tmpact of CTR failere on the QKD network. From Lhis
point o we have evitloated and compared (with and withouwt
the SDOTRF model) the ratios of koy peneration; recovery
after fatlhure, avelanche-effect-total-foilbre; and service hlock-
mg rate.

A. KEY-GENERATION RATIO
The key-gencrovion rato, siso known asthe KGR, is consud-
ered 1o be one of the most significant ways I measure: the
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FIGURE 10 Simulaton resaits: KGR of single failure after 10 simulated
s in MSFMET

Impuct of CTR fathre on a QKD network. However, the KGR
wis compuled in the simulation ot a rite ol one filue per
Ieration. Durng the stmulation, we examined how the KGR
wintld work if there was omne failure in o number of different
situaitons that fell withina range of len simulations. The KRG
that oecurs forevery failure s shown in Egoations (1) and (2),
and s reprosented a8 follows:

withowt SO TR Frorsdel = o= ki (1

LIE]
Z&- % ki )
=min

whiere mi, kL und () denote the mdex of the Nuiled node m the
topology, the key length, and the {3 value, respectively,

In Figuns 10 and |1, we compated the KGR for various
seemmins, where cach bar in the Figumes reprosents a sepa-
rile seemaro i which there was a single fohme. However,
there was no commection between the sommarios. | can bhe
obrerved in Figures 10 amd || that the system that operates
without SBOTREF penermies secrel keys mome frequenily than
the system that operates with SDOTRF durning (he simu-
lation mun. Compared (o the system operating withowt the
SDOTRF model, the sysiem operuting with the SDOTRF
mde] decreased the impoet of CTR [milure in lerms of KGR
in MSFMET and USNET (approximudely 33% and 30%,
respectively).

withSDITRFmodel =

B. KEY UTILIZATION RATE

The key utilisation rete | KLUR) was set up to mezsare how
wiell the QKD network works if CTR fails. The KUR shows
how much of the key was used out of the tlal koy amount,
ind is expressied as follows [22);

N+ Ny

= —ng
whiore N, the indicates number of keys the: service hos soc-
cessfully oithsed, My represemts the key stock an cach CTR
node ot the end of the simolation, and &, shows how muony
koys were genermied during the entirve simuintion run cycle:

3)

21640



IEEE Access

0. Shirko, 5. Askar Neswel Securiny Sarvival Madal o QKD Betwnrics Enatiled by SON

TABLE i Average Simudation result for the mechamizm ol the SOOTRF modai in the MSFNET and USNET topologies over the whole simulation run.
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FIGURE 11. Simulation yesults: KGRt of single failors after 10 simuolated
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FIGURE 12, Simulation resalis: KUR for three cases (oo failure, with and
without SDOTRF model) bazad on onze securs path with & nodes in
K3FNEL

The trend of the KUR remumed unchanged at 100% m the
ease of mo failure, s shown in Fizores 12 and |1, for all sim-
ulation mans, Simikirly, o seen io Freures 12 and 11, without
SDOTRE, the KUR deécreanes by almost 70%. The uverage
KLR with SDOTRF wus approximately 89% in NSFNET,
which showed only & slight increwse from approximately 3%
to 925 1 LSNET.

C. RECOVERY AFTER FAILURE

Recovery after foilare (RATF) is the network ™ performonce
after a fMmilure occors, ax will oy is sction of failore and bow
lome 1t tnkes W ve-stort sending ofter foifure.
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FIGURE 14 Stmdation results: Time elapsad of RAF after 30 simulstion
runs in MSFNET.

13

Ovorall, the RAF process withom SDOTRF wkes much
more time (in gs) than that with SBOQTRE, ax shown i Fig-
ures |4 und 15, which indicates that when using SDOTRE, the
network can recover and ressturt sending fesier then without
SIMJTRE. It can be observed from Figures 1 and 15 that
the overnge tme of RAF in systems withour SDOTRE o
NSENET is approximuoiely 1* 107 s while in USNET, it is
just mhowe 1° W in systems thut work with SDOJTRE, the

Saversge tirees of RAF in NSFNET and USNET are abou

(1.3%107" pux and 2510~ s respectively),
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FIGURE 15, Simulation results: Time elapsad of RAF in 80 simidated rums
in USHET

D. AVALANCHE-EFFECT-TOTAL-FAILURE

The avalanche effect, also known as AETF, is reguired for
all eryplegraphic aleorithms, Thes effeel cavses progressively
mire importanl chunges as information spreads through the
stucture of the aleorithm, A pieee or bit of the origmal
recret ey canses b sizmificant change in an encrypied mas-
suge. In oor study, we employed the AETF (o compare the
avalanche guantity of the secrel key with and without the
SDOTRF maodel in the event of & CTR [alue. However,
rather than solving the avalanche effect, SQTRF was used Lo
minimize the effect of avalanches on the key after failures
15 occurred. Withoul wsing the SQTRF model, the key is
destroyed and a mew key is genemibed, so the avalanche effect
% high, This is expressed by the following equation [5U).

I bitchange )
Throaghout the stmulntion runs. the avalunche of the sccre
key was seen to incrense, regardless of whether the runs were
with mnd withom SDOTRF ax shown m Fioares 16 and 17.
However 1t wax observed that the avernge number of key
svulanches in a system withouwt the SDOTRF model was
almest double that of & sysicm opersting with the SDUOTRF
model because the key 15 destroyed and a new key 15 gener-
gied, In NSFNET and USNET, the trend of the avernpe key
svulanche beson st | 0% and peaked ot 100% at theend of the
run simulotion: Approximately 5% of the key waos avalanched
in the frst-run simulation of the system that works with the
SDOTRF mode! in NSFNET, which then reeched ppprox-
mately 453% af the end of the run simulation, whereas in the
LISNET, it siarled sl approximately 7% and ended at 535%.

E. SERVICE-BLOCKING RATE

For the performumce: evalostion, s performance: criterion
known as the success probabiliny of QKD service requests
was oilised. where the oriterion 3 defined a5 the rtio of
ozl accepted QKD service reguests to wotn] meoming QKD
servico requests. tn addition, the suecess probability can be
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FIGLURE 16. Simulation results: the trend of 10 simutation runs of the
affactivenass of key svalanches, which were tested over the NSFNET.
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FIGUNE 77. Simulation results: the trend of 10 simulation runs of the
etfectiveness of key avalanches, which were tested over the LUSNET.
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FIGURE 10 Simidation results: The service-blodking rate (S81) when
failures ocour and how the system is requasting KD semvice o
re-genersiing secret keys after failure in NSFHEL

determined by the blocking probability because the sum of
the success and biocking probabilities i equuld to one [S1].
A regjuest fora QKD service miny be denicd or blocked forone
of two peasons: foilure in secret key mete asstgnment, or foilure
i secret key rate reassignment. Both fmfures can be detected
whon croating or modifying QKD services.  Addimionally,
our stmulonon was based oo a foss system (e, the: Engest
system [5] |}, which does not normally imply quewing. Inthis
toss system, the vafoe of the traffic load can be: determinied
by cxamining the arrval snd departure rues of QKD service
reguexts, the trufitc load represcents the ratio of the arrival rate
10y the deportere ruie of QKD service regooss.,
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FIGURE 19, Simulation results: The service-blocking tata (SBR) whan
failurss mﬂhhqﬂ-kmmmh
re-genarating secret keys aftor failure in USMET.

Comparing the curves in Figures 18 and 19, withoot util-
wing SIMJTRE, the SBR 15 significantly greater tham when
SDOQTRF is not used. In general, the SBR i not very high
after ome failure, and the system works the same with or with-
out the SENJTRE. This is because the network con quickly fix
the problem after & single fallure. However, the chance of a
service request being blocked increnses after more failures.
In Figures |8 ond 19, the systems that work without the
SDOTRF model start with just above .| and end with just
ghove (1.5, whercas in NSFNET, the trend of SBR in the sys-
tem workmg with the SRCFTRF model remained unchonged
m the first twn fatlunes with o value of zero and then reached
Just dbowe )2 ot the fimal fajlure, compared to USNET, which
plarted with O and then reached approximately 0.26 at the end.

IX. CONCLUSION AND FUTURE WORK

Currently, the CTR technology 15 the preferred practical solu-
tion [or $ending guantum mformation over long distances.
However, if the security of certain CTR nodes unable o be
gusrantesd n practical systems, the CTR technigue can be
rezprded as mmrclinble for the remote distrbotion: of guon-
tum kieys. However. w mimimise the impact of CTR fmil-
ure on the QKD network, an efficient sarvivability maodel
calted SDOTRF was proposed 1o this siudy. With the help
of the proposed new reloy protocol. 2 new  function hos
been proposed called the “Contingency Functon™ inside
the SPN controller 10 improve key munzgement in tho cose
ol an unsuccessful relny key. The guantity of recycling is
determined weing Q-leaming for secunty improvemonts of
the recyclimg process. To apcrcase the survivability of the
QKD netwaork., o novel concept for finding 5 mew secure path
bused on the Qeprmng method was developed. In 1erms
of KGR, KUR, RAF, AETT. ond SBE, the performunce of
the proposed model was compored with ond withow wtili-
saton of the SDOTREF model. To exumune the effectivimoss
ol the proposed SDOTRE, simuolations were perfommed on
iwo networks, NSFNET and USNET. Repandless of the val-
ues of KGR, KUR, RAF, AETFE, and SBR. the simulation
resuls indicate thot the proposed SDOTRE mode! is supenor

21652

o the system withoul the SDOTRF model. The SDOTRE
] could be improved in the futore by considering certuin
aspeels that should be inken imo sceomnt. nstead of exclwl-
ing some CTR nodeés when searching for o new secare path,
the SDOTRE model can be used 1o overcome or nssess the
mujor reasons ot CTR lechnology filere. In sddition:. vwing
Lo the high resource réguiements of e Q-lable, (-learming
canmol be utilised dircetly (o enbance metwork rodting. There-
lore, the deep Q-lesming appronch can be wsed 16 enhanee the
SDOTRF model mstesd of the Q-legrming melhod. The res-
son for this is thot deep Q-lesming employs pewral melworks
Lo caleulate Q-values instead of regulsr Q-tubles, leadmeg Lo
Mo e precise resulis
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