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Current research in data dissemination in Vehicular Ad Hoc Networks 
(VANETs) has examined different approaches and frameworks to enhance 
the effectiveness and dependability of information sharing between vehicles 
on the road. The integration of Machine Learning (ML) with Software-
Defined Networking (SDN) has fundamentally transformed the field of 
network administration and security. This paper specifically addresses the 
challenges faced by traditional network architectures in effectively handling 
the increasing amount of data and complex applications. Software-Defined 
Networking (SDN), a cutting-edge framework, separates the control of 
network operations from the actual forwarding of data, offering a versatile 
and cost-effective solution. The combination of Software-Defined 
Networking (SDN) and Machine Learning (ML) allows for the extraction of 
valuable information from network data, leading to enhanced network 
management and the facilitation of predictive analytics. The aim of this study 
is to examine the feasibility and challenges of incorporating machine 
learning into software-defined networking (SDN), focusing particularly on 
practical applications. Integrating Machine Learning (ML) into Software-
Defined Networking (SDN) presents challenges, including the requirement 
for robust algorithms to detect patterns and ensure security. It is crucial to 
carry out the tasks of developing and implementing machine learning 
models for real-time predictions and ensuring the robustness of the system. 
Research is essential to strike a balance between the transformative abilities 
of ML-SDN and the practical network environments. This helps to improve 
the resilience, security, and adaptability of network infrastructures in the 
digital age. 
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A. Introduction 
The integration of Software-Defined Networking (SDN) and Machine 

Learning (ML) has brought about a substantial transformation in the field of 
network administration and security in recent years. Conventional network 
structures have faced difficulties in adjusting to the growing amounts of data 
streams and the intricacy of applications. Software-Defined Networking (SDN), as 
an innovative framework, divides the control and forwarding functionalities of a 
network, providing a flexible, economical, and adaptable solution. SDN is well-
suited for the dynamic nature of modern applications because network control can 
be directly programmed as a result of this division. The integration of Software-
Defined Networking (SDN) and Machine Learning (ML) enables the retrieval of 
valuable information from network data, resulting in improved network 
administration and anticipatory data analysis. Several research studies [1-4] 
demonstrate the exploration of the intersection between machine learning and 
software-defined networking (SDN), examining various aspects of this field. 
Software-defined networking (SDN) is a network architecture that divides network 
control and data forwarding. By incorporating Artificial Intelligence (AI) and 
Machine Learning (ML) into Software-Defined Networking (SDN), its capabilities 
are improved, allowing it to better adjust to changing network conditions. The 
investigation of machine learning in software-defined networking (SDN) is 
motivated by the desire for improved network management solutions that provide 
increased flexibility, safety, and effectiveness. Machine learning is highlighted in 
the literature for its capacity to tackle important challenges in software-defined 
networking (SDN), such as intelligent routing, intrusion detection, traffic control, 
and optimization. There is an urgent need for new methods to improve the ability 
of networks to withstand and adapt to cyber threats and the constantly changing 
network environments. The capacity of machine learning to detect patterns in data 
and generate perceptive forecasts has the potential to revolutionize SDN, 
transforming it into a network architecture that optimizes and safeguards itself. 
The references analyzing reinforcement learning [5-8], anomaly detection [9-12], 
and security applications [13-15] demonstrate that the motivation is strengthened 
by the established achievements of machine learning applications in networking 
contexts. Our research's main goal is to examine the possibilities and difficulties of 
incorporating machine learning into SDN, with an emphasis on useful applications. 
Through a thorough reading list that includes papers on routing optimization [16-
18], intrusion detection [19-21], among others, we want to uncover new 
approaches and frameworks that further the development of ML-driven SDN 
solutions. Our study is unique in that it synthesizes results from other studies to 
suggest novel ways to tackle particular problems in SDN, which improves its 
overall performance, security, and adaptability. In order to establish the 
groundwork for the creation of intelligent, self-learning networks that can 
successfully navigate the intricacies of the contemporary digital landscape, we 
seek to offer insightful analysis of ML algorithms' efficacy within the framework of 
SDN. This innovative architecture enables the direct programmability of network 
control and abstracts the underlying infrastructure for network services and 
applications by separating network control and forwarding functions [22-23]. 
Figure 1 showcases the modular and adaptable characteristics of the SDN 



  ISSN 2549-7286 (online) 

Indonesian Journal of Computer Science   Vol. 13, No. 2, Ed. 2024 | page 2175   

architecture, while also highlighting its intricate details. The OpenFlow protocol 
[24-25] is widely respected and serves as the foundation for numerous SDN 
implementations, enabling the construction of SDN systems. This protocol 
facilitates the communication between the hardware of the data plane and the 
software-operating controller plane, thereby simplifying the management and 
operation of the SDN environments. 

 
B. Introduction 

 
II. ROLE OF ML IN SDN 
A. Traffic Prediction 
Artificial intelligence (AI) and machine learning (ML) algorithms utilize 

historical data to forecast patterns in network traffic. This facilitates the allocation 
of resources and the administration of traffic more efficiently. This study 
investigates the application of deep learning (DL) and machine learning (ML) 
methods to classify and predict traffic in Software Defined Networking (SDN). The 
authors, who work at the University of Ottawa in Canada's DISCOVER Lab, 
concentrate on employing sophisticated computational techniques to maximize the 
potential of SDN. The objective of the research is to tackle traffic control challenges 
in SDN through the utilization of machine learning (ML) and deep learning (DL) 
methodologies. The study aims to explore the creation and use of algorithms to 
categorize network traffic and anticipate its trends, to improve the effectiveness 
and adaptability of SDN configurations [26]. The study [27-28] investigates 
different machine-learning methodologies and specifically focuses on the 
categorization of traffic within Software Defined Networks (SDNs). The study 
investigates the strategies and results of employing machine learning algorithms to 
accurately categorize network traffic in the context of Software-Defined Networks 
(SDNs), as illustrated in Figure 2. The objective of the research is to improve the 
routing paths and decrease the delay in Software Defined Networks (SDN) by 
utilizing deep learning algorithms for predicting traffic. The article likely explores 
the methods and results of using deep learning to implement predictive traffic 
analysis, to improve network performance [29]. The objective of the study is to 
improve the ability to differentiate network traffic in software-defined networks 
(SDNs) by employing ensemble and deep autoencoder techniques. The study aims 
to examine the methods and results of using these approaches to enhance the 
effectiveness and precision of network traffic discrimination in SDN systems [30-
31].   

B. 2.2. Anomaly Detection 
Security threats and anomalous network behavior are detected using AI and 

ML. They can identify abnormalities by gaining knowledge from typical network 
activity. The effect of a machine learning strategy on Software-Defined Networking 
(SDN) anomaly detection via flow-based analysis is investigated in this research. 
Figure 3 shows the network flow, and this study intends to examine how the SDN 
environment can be enhanced to detect anomalies in this flow using machine 
learning techniques [32]. The study introduces Deep IDS, a deep learning method 
for detecting Software Defined Networking (SDN) intrusions. Research in this area 
usually looks at how and what happens when deep learning algorithms are used to 
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make intrusion detection systems work better within the framework of SDNs [33]. 
Software-defined networking (SDN) anomaly detection is presented in the article 
[34] using a deep learning approach. An anomaly detection system built on top of 
SDNs and powered by deep learning will probably be the main emphasis of the 
research. This paper presents an Intrusion Detection System (IDS) that uses 
machine learning techniques and is designed for Software Defined Networks 
(SDNs). This paper mainly focuses on creating and assessing an intrusion detection 
system for Software-Defined Networks (SDNs) that makes use of machine learning 
techniques. Research in this area is likely to delve deeply into machine learning 
and how it improves software-defined network security. 

 
 
C. Network Optimization 
Through the utilization of data-driven real-time adaptations to routing, 

quality-of-service policies, and resource allocation, machine learning and artificial 
intelligence improve network performance. seeks to maximize SDN routing 
efficiency through the application of deep reinforcement learning. The authors 
analyze the theoretical foundations and design of the SDN paradigm to enhance 
routing methods [36]. This research aims to enhance the efficiency and 
responsiveness of network management in software-defined networks (SDNs) by 
exploring the potential of utilizing deep reinforcement learning. The objective is to 
discover a new approach that can improve the responsiveness and flexibility of 
SDN routing. The primary objective of the research [37] is to develop and 
implement an intelligent SDN framework that utilizes deep extreme learning 
machines to enhance routing decisions. An analysis of the fundamental principles 
of cognitive routing is attainable, with an emphasis on enhancing SDN decision-
making by utilizing deep learning methods. Additional details regarding the DELM 
approach, including its methodology and potential benefits for enhancing cognitive 
routing, are anticipated to be disclosed shortly. This information will contribute to 
the ongoing discourse surrounding intelligent SDN frameworks [37]. Refer to [38] 
for additional information regarding the utilization of Deep Q-Network (DQN) and 
traffic prediction in SDNs to enhance routing efficiency. This research aims to 
investigate the potential of traffic prediction methods and DQN, a reinforcement 
learning approach, in improving the effectiveness of SDN routing decisions. The 
authors should consider exploring the theoretical foundations of DQN and its 
potential application in enhancing routing techniques through integration with 
traffic prediction algorithms. Readers are expected to comprehend the proposed 
approach, potential benefits, and overall influence of combining DQN and traffic 
prediction for SDN routing optimization. 

 
C. Introduction 

 
 
III. IMPLEMENTATIONS OF MACHINE LEARNING IN SOFTWARE-

DEFINED NETWORKING (SDN) 
A. Improved Network Traffic Engineering and Quality of Service (QoS) 

Management 
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Utilization of Machine Learning and Artificial Intelligence is progressively 
being employed to enhance traffic routing and oversee network quality in SDN 
environments. This entails utilizing AI-powered methods to dynamically modify 
network attributes according to the transmitted content, thereby improving 
resource allocation and productivity. In addition, machine learning models 
enhance user experience by prioritizing network traffic based on service 
requirements, incorporating artificial intelligence to effectively manage data flow 
in network environments such as the Internet of Things (IoT) and 6G. The user's 
text consists of the references [37,38]. 

 
B. Enhanced Security Solutions 
AI-powered anomaly detection systems play a critical role in enhancing 

network security in Software-Defined Networking (SDN). The OpenStackDP 
framework utilizes SDN concepts to enhance network security mechanisms, 
incorporating machine learning for intrusion detection and threat mitigation as 
shown in Figure 4 [39,40]. Deep Learning techniques, incorporated in DeepIDS 
technology, scrutinize network activity to detect intrusions, thereby greatly 
improving the accuracy and efficiency of security protocols in SDN environments 
[41]. 

 
 
C. Resource Allocation in Real Time 
Advanced machine learning algorithms are currently employed to 

dynamically allocate resources in 5G network slicing and fog computing, effectively 
tackling the difficulties associated with managing resources in fluctuating network 
conditions. To enhance efficiency in resource-constrained environments, it is 
recommended to employ techniques such as integer linear programming and 
Collaborative Machine Learning models, which can optimize resource utilization 
[42]. This approach is essential for scenarios like disaster management and the 
optimal functioning of IoT systems as shown in Figure 5 and Figure 6 [43,44]. 

 
D. Introduction 

 
IV. BENEFITS OF AI AND ML IN SDN 
A. Improved Efficiency 
Artificial intelligence (AI) and machine learning (ML) streamline network 

management processes by automating tasks, thereby minimizing the requirement 
for manual intervention. Investigates the utilization of machine learning methods 
to optimize the detection of collision flow in 5G networks that utilize Software-
Defined Networking (SDN)[31]. The convergence of machine learning, 5G 
technology, and SDN represents the shift in network communication. Applying 
machine learning methods to analyze collision flow detection provides valuable 
insights into possible technological synergies. This study emphasizes on 
implementing effective tactics to enhance the efficacy of network operations in 
light of the progress in communication technology[49]. 

B. Real-Time Adaptability 
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Integrating Software-Defined Networking (SDN) with Artificial Intelligence 
(AI) and Machine Learning (ML) allows for a quick and efficient response to 
changes in the network. The traffic management in Internet of Things (IoT) 
backbone networks is effectively handled by combining Graph Neural Network 
(GNN) and Multi-Armed Bandit (MAB) algorithms with Software-Defined 
Networking (SDN) orchestration, using an innovative approach. The objective of 
this integration is to establish a responsive traffic management system capable of 
swiftly adjusting to the changing demands of IoT environments [49]. The ability to 
adapt in real-time is crucial in Internet of Things (IoT) scenarios due to the 
frequent and abrupt changes in traffic patterns and network demands. This study 
highlights the significance of integrating sophisticated machine learning 
methodologies with software-defined networking (SDN) orchestration, 
particularly the GRASP and MAB algorithms. This integration enables the 
development of a traffic management system that can rapidly adjust to the 
dynamic characteristics of IoT backbone networks. The topic of [51] in software-
defined networking (SDN) revolves around the application of machine learning 
(ML) to swiftly identify and mitigate distributed denial-of-service (DDoS) attacks. 
The authors propose using data collected from SDN environments to train a 
machine-learning model capable of extracting relevant features for real-time 
monitoring. The model detects anomalies and potential Distributed Denial of 
Service (DDoS) attacks in network traffic to assist in implementing automated 
mitigation strategies. 

 
E. Introduction 

 
V.  CHALLENGES AND CONCERNS  
Advancements in Network Security Addressing Conventional Challenges with 

Innovations 
Discussion of new developments and ongoing issues in network security, 

with a focus on privacy, complexity, and data quality. Using technologies like 
Machine Learning (ML), Deep Learning (DL), Reinforcement Learning (RL), and 
Artificial Intelligence (AI), this research combines a lot of cutting-edge methods 
that work with Software-Defined Networking (SDN), the Internet of Things (IoT), 
and 5G environments. Using cutting-edge computer techniques, these works 
improve network security, traffic management, and communication protocols.  

Each of the related work references focuses on a different aspect of network 
security while addressing these issues. Multiple layers of data and network 
protocols are used by researchers to fix problems with data quality and privacy, 
which makes the Internet of Things (IoT) safer (Restauccia et al., 2018). In a 
similar manner, Casas-Velasco et al. (2020) employ Reinforcement Learning (RL) 
in Software-Defined Networking (SDN) to address the challenges posed by 
complexity and enhance the efficiency of routing. Alzahrani et al. (2021) enhance 
the network security framework by rectifying data quality issues and employing 
machine learning to detect network attacks. These examples demonstrate the 
versatility of the contributions by presenting a range of innovative approaches to 
address issues such as intrusion prevention, anomaly detection, and enhancement 
of traffic flow and routing efficiency. The significance of this research lies in its 
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potential to enhance our understanding of designing and implementing robust 
security protocols within intricate networked environments. Table 1 displays a 
comparison of various related works. 

 
Table 1. Comparison for Related Works 

 

Ref. Challenges of  Motivation Aim and 

Objective 

Contribution Achieved Results 

 Data Quality Privacy Complexity 

[1]        IoT Security Enhancing 

Network Security 

ML & SDN for 

IoT Safety 

Improved IoT 

Safety 

[2]  ❌ ❌   SDN Routing 
Efficiency 

Intelligent 
Routing using 

RL 

Improved Routing 
Efficiency 

Increased 
Efficiency 

[3]    ❌   Network Security 

Framework 

ML for Attack 

Detection 

Enhanced Security 

Framework 

Identified Network 

Attacks 

[4]  ❌ ❌   Autonomous 

Defence 

RL in SDN Reinforcement 

Learning for 

Defence 

Autonomous 

Defence 

[5]  ❌ ❌   Multimedia Traffic 
Control 

Deep RL in SDN Improved Traffic 
Control 

Optimized 
Routing 

[6]    ❌ ❌ Flow-Based 

Anomaly Detection 

ML Approach Enhanced 

Anomaly 
Detection 

Improved 

Anomaly 
Detection 

[7]  ❌   ❌ Drone 

Communication 
Security 

ML & SDN for 

Drone Security 

Secured Drone 

Communication 

Enhanced 

Communication 
Security 

[8]  ❌ ❌   Multimedia Traffic 

Control 

Deep RL in SDN Optimized Traffic 

Control 

Reduced Latency 

[9]  ❌ ❌   Mobile IoT Routing ML Routing 
Protocol 

Improved Routing 
in Mobile IoT 

Enhanced Routing 
in Mobile IoT 

[10]  ❌ ❌ ❌ Software-Defined 

Wireless 

Networking 

Innovative 

Architecture 

SDN for Wireless 

Networking 

Improved Wireless 

Networking 

[11]  ❌ ❌ ❌ Intrusion Detection 

in SDN 

Deep Learning 

Approach 

Improved 

Intrusion 

Detection 

Enhanced 

Intrusion 

Detection 

[12]  ❌ ❌ ❌ Traffic 
Classification in 

SDN 

ML & Deep 
Learning 

Improved Traffic 
Classification 

Enhanced Traffic 
Classification 

[13]  ❌ ❌ ❌ Traffic 
Classification 

ML Algorithms Comparative 
Analysis 

Classification 
Optimization 

[14]  ❌ ❌   Traffic Prediction in 

SDN 

Deep Learning Optimized 

Routing Paths 

Reduced Latency 

[15]  ❌ ❌ ❌ Network Traffic 
Discrimination 

Deep 
Autoencoder 

Improved Traffic 
Discrimination 

Enhanced Traffic 
Discrimination 

[16]  ❌ ❌ ❌ Anomaly Detection 

in SDN 

Deep Learning 

Approach 

ML-Based 

Anomaly 
Detection 

Enhanced 

Anomaly 
Detection 

[17]  ❌ ❌ ❌ Intrusion Detection 

in SDN 

ML-Based IDS Improved 

Intrusion 

Detection 

Enhanced 

Intrusion 

Detection 

[18]  ❌ ❌   SDN Routing 

Optimization 

Deep RL Routing 

Optimization 

Improved Routing 

[19]  ❌ ❌ ❌ Cognitive Routing 

Optimization 

Deep ELM 

Approach 

Intelligent 

Cognitive Routing 

Optimized 

Routing 

[20]  ❌ ❌ ❌ Routing 

Optimization in 

SDN 

DQN & Traffic 

Prediction 

Improved Routing 

Optimization 

Enhanced Routing 

Optimization 

[21]  ❌ ❌ ❌ Network Intelligent 
Control 

SDN & AI Traffic 
Optimization 

Improved Traffic 
Control 

[22]  ❌ ❌   Content-Aware 

Traffic Engineering 

AI-Driven 

Approach 

Intelligent Traffic 

Engineering 

Improved Routing 

Paths 

[23]  ❌ ❌ ❌ Intelligent Traffic 
Engineering 

Machine 
Learning 

Traffic 
Engineering 

Optimization 

Improved Traffic 
Engineering 

[24]  ❌ ❌   Security 
Management in 

SDN-NFV 

ML Empowered 
Security 

Quality of Service 
Provision 

Improved QoS 
Provision 
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[25]  ❌ ❌ ❌ AI-Assisted Service 
Virtualization 

Framework for 
6G IoT 

Service 
Management 

Framework 

Efficient Flow 
Management 

[26]    ❌ ❌ Quality of Service 
Measurement 

AI Technology QoS Measurement 
and Prediction 

Improved QoS 
Measurement 

[27]  ❌ ❌ ❌ Network Security in 

OpenStack 

Scalable Security 

Framework 

Security 

Framework for 

OpenStack 

Enhanced Security 

for OpenStack 

[28]  ❌ ❌   DDoS Detection in 

SDN 

Comparative 

Study 

AI-Enabled DDoS 

Detection 

Improved DDoS 

Detection 

[29]  ❌ ❌ ❌ 5G Resource 

Introspection 

Machine 

Learning 

Dynamic Resource 

Allocation 

Efficient Resource 

Allocation 

[30]  ❌ ❌ ❌ Resource Allocation 

in SDN-Fog 

ML-Based 

Allocation 

Scheme 

Efficient Resource 

Allocation 

Optimized 

Resource 

Allocation 

[31]  ❌ ❌ ❌ Collision Flows 

Detection in 5G 

ML Algorithms Detection of 

Collision Flows 

Identified 

Collision Flows 

[32]  ❌ ❌ ❌ Traffic 

Management in IoT 

GNN & MAB IoT Traffic 

Management 

Improved Traffic 

Management 

[33]  ❌ ❌ ❌ Machine Learning 

in SDN 

ML-Based 

Approach 

Integration of ML 

in SDN 

Enhanced ML 

Integration 

[34]  ❌ ❌ ❌ Secure IoT 

Architecture 

Deep Learning & 

SDN 

Security in IoT 

Architecture 

Improved IoT 

Security 

[35]  ❌ ❌ ❌ Traffic Engineering 

Framework 

ML-Based Meta-

Layer 

Improved Traffic 

Engineering 

Enhanced Traffic 

Engineering 

[36]  ❌   ❌ DDoS Attack 

Detection 

ML Algorithms Detection of 

DDoS Attacks 

Identified DDoS 

Attacks 

[37]  ❌ ❌ ❌ DDoS Attack 

Detection in SDN 

Hybrid ML 

Techniques 

Detection of 

DDoS Attacks 

Identified DDoS 

Attacks 

[38]  ❌ ❌ ❌ Intrusion Detection 

in SDN 

ML-Based IDS Improved 

Intrusion 
Detection 

Enhanced 

Intrusion 
Detection 

[39]  ❌ ❌ ❌ IDS in SDN ML Approach Survey on IDS Enhanced IDS 

Survey 

[40]  ❌ ❌ ❌ Preventing DDoS 
Attack 

Intelligent SDN 
Controller 

Prevention of 
DDoS Attacks 

Reduced DDoS 
Attacks 

[41]  ❌ ❌ ❌ Tracing DoS Attack 

in SDN 

ML-Based 

Tracing 

Dynamic Tracing 

of DoS Attacks 

Enhanced Tracing 

of DoS Attacks 

[42]  ❌ ❌ ❌ Link Congestion 

Prediction 

ML for SDN 

Data Plane 

Prediction of Link 

Congestion 

Reduced 

Congestion 

[43]  ❌ ❌ ❌ Traffic Tolerance 

Improvement 

ML-Aided 

Traffic Tolerance 

Improved 

Resilience 

Enhanced Traffic 

Resilience 

[44]  ❌ ❌   Mobile Metro-Core 

Networks 

Matheuristic & 

ML-Based 

Prediction 

Optimization in 

Mobile Networks 

Improved 

Optimization 

[45]  ❌ ❌ ❌ DDoS Attack 
Detection in SDN 

ML Algorithms Detection of 
DDoS Attacks 

Identified DDoS 
Attacks 

[46]  ❌ ❌ ❌ Data Collection in 

SDN 

ML & Traffic 

Classification 

Data Collection 

and Classification 

Improved Data 

Handling 

 

The checkmarks ( ) indicate that the paper addresses the corresponding 

aspect, while crosses (❌) indicate that the aspect is not specific. 
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F. Conclusion 

The amalgamation of artificial intelligence and machine learning is augmenting 
the functionalities of software-defined networking (SDN) in network optimization, 
anomaly detection, and traffic prediction. Given their capacity to adapt to changing 
network conditions and enhance performance, they have a vital role in modern 
network management. Ultimately, the analysis of all the sources yielded a thorough 
understanding of the operation of machine learning and artificial intelligence (AI) 
in software-defined networking (SDN). The application of Artificial Intelligence 
(AI) and Machine Learning (ML) in Software-Defined Networking (SDN) showcases 
their effectiveness in tackling complex problems and improving network security. 
These applications are especially noticeable in areas such as traffic forecasting, 
anomaly identification, network enhancement, and other fields. These technologies 
improve the effectiveness and adaptability of SDN configurations by streamlining 
traffic management and optimizing resource allocation in the field of traffic 
prediction. Various studies have shown that the application of deep learning and 
machine learning algorithms greatly improves the identification of anomalies, 
which is crucial for detecting security issues. Despite ongoing concerns about 
complexity, privacy, and data quality, the observed modifications are a promising 
indication. These studies enhance our understanding of network security and 
provide valuable insights into the current strategies used to tackle these problems. 
These research projects are highly significant as they have the potential to 
completely transform future network security protocols and develop 
groundbreaking methods to improve the robustness, adaptability, and security of 
network infrastructures. 
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