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This review investigates the transformation of deep learning in a fog
computing environment, strongly emphasizing synergy between these
enabled technologies and their real-world consequences across various
domains. Fog computing is the decentralized approach to data processing,
overcoming certain limitations in traditional cloud systems: it reduces
latency up to 50%, minimizes bandwidth usage, and alleviates network
congestion. Deep learning, known for pattern extraction from complex
datasets, enhances real-time analytics and intelligent decision-making in
resource-constrained environments. Together, they enable effective
processing and prompt decision-making in applications such as anomaly
detection in healthcare-for example, arrhythmias with 50% faster response,
traffic flow optimization in smart cities, and predictive maintenance in
industrial automation, reducing downtime by 60%.

Integrating deep learning with fog computing has numerous advantages,
such as reducing dependencies on cloud infrastructure, enhancing data
privacy, and increasing real-time processing. Yet, several challenges remain,
like the resource-limited computational capacity of fog nodes, security
vulnerabilities, and the need for scalable and efficient architecture. Recent
lightweight model design, federated learning techniques, and hierarchical
frameworks are some promising solutions to such challenges.

This review synthesizes the current research findings, identifies sector-
specific applications, and addresses critical challenges. It also outlines future
directions comprising the development of adaptive architectures, privacy-
preserving methodologies, and hybrid approaches in artificial intelligence.
Meeting these challenges will unlock the full potential of deep learning and
fog computing-driving innovation and efficiency across industries.

Attribution-ShareAlike 4.0 International License 373



https://doi.org/10.33022/ijcs.v14i1.4654
https://doi.org/10.33022/ijcs.v14i1.4654
https://creativecommons.org/licenses/by-sa/4.0/

The Indonesian Journal of Computer Science

A. Introduction

Recent rapid advancements in sensor systems, hardware capabilities, cloud
computing, and wireless networks have driven innovative data-driven applications.
These, however, introduce significant challenges for next-generation wireless networks,
such as guaranteed reliability, reduced latency, and decentralized decision-making with
high QoS. Fog computing has emerged as a middle computational layer, addressing these
challenges by shifting computation, storage, and networking services from centralized
cloud systems to the network edge. This approach enhances key cloud computing
attributes such as reduced latency and computational power while catering to the
increasing demands of IoT by enabling more context-aware applications [1, 2].

As a sub-branch of machine learning, deep learning has been widely used in
solving many issues related to sensor data processing, prediction, classification, and
computer vision. It is possible to effectively execute computation tasks, enrich real-time
decision-making, and improve the quality of cloud-based communication by integrating
fog computing with deep learning. Hierarchical frameworks have been proposed that
allow distributing tasks among edge, fog, and cloud layers to reduce latency and improve
resource utilization in IoT applications [3-5]

Novel Contributions:

This review uniquely bridges the gap between theoretical deep learning methods
and their practical applications in fog computing environments. It synthesizes existing
methodologies and introduces new perspectives on lightweight models, federated
learning, and hierarchical frameworks [3, 6, 7]. Furthermore, this paper outlines
emerging applications such as real-time healthcare monitoring, predictive maintenance
in industries, and smart city traffic management, along with their associated benefits
and challenges [8, 9]. Unlike previous reviews, it elaborates on the interaction between
fog computing and deep learning by focusing on how their integration can bring latency
reduction, optimization of resources, and an improvement in privacy.

The rest of the paper is organized as follows. The section "Background” outlines
the basic concepts of fog computing and deep learning. The section "Proposed
Applications" discusses the envisioned use cases in the fog computing domains. "Related
Works" briefly reviews studies that apply deep learning and challenges in fog
environments. Finally, the "Conclusion" summarizes and outlines recommendations for
future research directions in this evolving field [2, 6, 10].

Fog computing reduces latency, saves bandwidth, and limits network congestion
by processing data closer to its source. On the other hand, deep learning can obtain
patterns and insights from huge volumes of data with unprecedented accuracy.
Integration of these two paradigms empowers real-time data processing and informed
decision-making in [oT, healthcare, and autonomous systems. The objective of this paper
is to present an overall review of the applications, challenges, and research
opportunities of deep learning-fog computing synergy [1, 9, 10].

B. Literature Review

Shi and Dustdar [1] came up with the fog computing paradigm to cater to the
weaknesses of cloud-centric systems; the goal was decentralization. In that respect, their
work underlined how the localized processing capability of fog computing reduces
latency, making it highly scalable and an essential factor for IoT ecosystems. This work
presented very foundational insights into the role that fog computing plays in handling
emerging demands at edge-based systems.
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Zhang et al. [11] proposed an intelligent scheduling strategy in fog computing
systems to address the challenges posed by the limited capacity of computing resources
in fog colonies. Their approach utilizes a multi-objective deep reinforcement learning
algorithm to optimize task scheduling and allocation, thereby enhancing the efficiency
and performance of resource-intensive Internet of Things (IoT) applications at the
network edge. This work contributes significantly to the development of low-latency
services in fog computing environments, ensuring more effective management of
computational resources

Bonomi et al. [3] extended the architectural principles of fog computing by
highlighting its capability in handling massive volumes of data generated by IoT in an
efficient manner. Their contribution also underlined how fog nodes could facilitate real-
time analytics and decision-making to supplement cloud infrastructure for time-
sensitive applications.

Dastjerdi et al. [12] further expanded the knowledge of fog computing, putting a
prime focus on service orchestration and resource management. Their work presented
dynamic frameworks for task allocation and provided practical insights into how
performance can be optimized within fog environments. These contributions have been
crucial in defining how resources of fog can be managed dynamically to meet the
demands imposed by various applications.

LeCun et al. [2] rang the relevance of deep learning to fog computing by way of an
extensive review of the techniques. Emphasizing how neural networks are capable of
hierarchical feature extraction from big data, their work pointed the way for deep
learning integrated into fog-based systems for such applications as image recognition
and natural language processing.

Goodfellow et al. [7] discussed the role of GAN for real data generation. These
models have been considered very useful in foggy environments to enrich real-time
analytics and hence solve issues of data scarcity while improving the synergy between
Al and fog computing.

Schmidhuber [13] provided a historical perspective on deep learning, focusing on
some advances such as long short-term memory networks. His work further showed
how such architectures can be effectively leveraged in fog environments while handling
sequential data and enhancing predictive analytics.

Kanga et al. [4] demonstrated that adaptive deep learning models deployed on fog
nodes have the potential to bring down latency in IoT applications by several orders of
magnitude. Complementing them, Li et al. [4] investigated the usage of neural networks
to perform real-time analytics at the edge, hence minimizing bandwidth use and further
enhancing the responsiveness of [oT systems.

Zhang et al. [5] proposed a collaborative deep learning framework with task
distribution across the edge, fog, and cloud layers. The hierarchical model has
demonstrated improved utilization of resources and low latency, which would be
suitable for critical applications that demand high performance with low delay.

Dastjerdi and Buyya 2016 [14] did a comprehensive review in the domain of
architecture, challenges, and various advances. The work has presented how fog
computing extends the cloud capabilities of reducing latency, improving Quality of
Service through proximity to IoT devices. Key challenges discussed at length involve
workload scheduling, energy consumption, and efficient offloading of tasks. The study
reveals the use of adaptive frameworks that manage workloads dynamically for reliable
and energy-efficient operation even under conditions such as overloading and
connectivity problems. This initial research plays a vital role in the contribution of fog
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computing to real-time applications, hence becoming a very important foundation to
understand in depth the integration of both fog and [oT ecosystems.

Sarker [8] discussed how deep learning in conjunction with fog computing is
transforming healthcare systems. His contribution emphasized the role of a fog-enabled
environment for real-time patient monitoring and anomaly detection, addressing the
challenges posed by data privacy and resource constraints in healthcare applications.

Ahmed et al. [9] discussed the application of CNNs in smart city use cases. They
showed how fog nodes can enable real-time monitoring of traffic and energy
management, thus highlighting some major points arising from the role of fog computing
within smarter and responsive urban environments.

Chen et al. [19] discussed the application of fog computing to Industrial [oT
systems. The present study demonstrated that fog computing enables predictive
maintenance and enhances operational efficiency, therefore showing its worth for
effective management of industrial processes.

Waziri et al. [15] conducted a detailed analysis of how deep learning, fog
computing, and IoT converge within healthcare. Their findings emphasize the
transformative impact of sensor-equipped devices like smartphones and wearables,
which generate substantial health data that require efficient processing. They pointed
out the shortcomings of cloud computing for latency-sensitive applications and
proposed fog computing as a solution to minimize delays by bringing computational
power closer to users. The study also discussed how deep learning algorithms can
process extensive datasets within fog computing frameworks and outlined the
challenges and directions for future research.

Jayanagara and Wuisan [16] explored the integration of fog computing and
machine learning, particularly in IoT applications. Their review highlighted how
combining these technologies could address critical requirements like security, capacity,
and latency. They emphasized the role of machine learning in optimizing resource
management, improving system accuracy, and bolstering security within fog
environments, while also presenting key challenges and unanswered questions for
advancing the field.

Kalaivani and Chinnadurai [17] introduced a hybrid intrusion detection model
tailored for fog computing environments. By merging Convolutional Neural Networks
(CNN) and Long Short-Term Memory (LSTM) networks, their approach achieved 96.5%
accuracy in predicting and classifying network attacks using the NSL-KDD dataset. This
work contributes to real-time security by providing an effective method for detecting
intrusions in fog computing systems.

Tuli et al. [18] developed HealthFog, an innovative healthcare system that
integrates ensemble deep learning with IoT and fog computing for heart disease
diagnosis. Designed to manage patient data effectively, HealthFog operates as a fog-
based healthcare service and adjusts to various operational modes to optimize quality of
service or prediction accuracy. Performance metrics, including power usage, latency,
and execution time, demonstrate its potential for practical healthcare applications.

Singh et al. [19] proposed a fog computing framework aimed at improving remote
health monitoring by balancing resource allocation based on patient criticality and
medical center profitability. Their swapping-based heuristic maximizes system utility,
achieving results close to the optimal solution in simulations. This approach enhances
the efficiency and responsiveness of critical healthcare systems by leveraging limited fog
computing resources effectively.
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Cheikhrouhou et al. [20] presented a secure remote patient monitoring system that
combines blockchain and fog computing. Their design focuses on protecting data
security and patient privacy in IoT-driven healthcare. The authors demonstrated that
their lightweight architecture improves the responsiveness of monitoring systems by
40%, making it suitable for resource-constrained IoT environments and advancing
secure healthcare solutions.

Maneshti et al. [21] addressed rural healthcare challenges with a cost-effective IoT-
enabled fog computing system integrated with online machine learning for heart
monitoring. Their architecture combines fog and cloud computing to improve ECG
processing efficiency and accuracy while significantly reducing costs. This system shows
promise in enhancing healthcare accessibility and outcomes in underserved areas.

C. Deep Learning Applications in Fog Computing
C.1.Real-Time Analytics

Deep learning models deployed on fog nodes excel at real-time analytics. For instance, in
video surveillance, convolutional neural networks (CNNs) installed in fog nodes can
analyze anomalies or threats within milliseconds, enabling faster response times [6, 9].
In industrial automation, real-time analytics facilitated by fog computing ensures
uninterrupted production by predicting and preventing equipment failures or
malfunctions [4, 22].

C.2.10T Systems

Deep learning enriches [oT ecosystems through on-device inference capabilities. In
smart homes, Al models deployed on fog nodes analyze sensor data to optimize energy
usage, eliminating the reliance on cloud processing [1, 10]. Such systems not only reduce
latency but also enhance user privacy by keeping data processing closer to the source.

C.3. Healthcare Monitoring

Fog computing supports real-time patient monitoring by processing data from wearable
devices. Deep learning models detect anomalies, such as arrhythmias, allowing for
timely medical interventions. Studies show that fog-based healthcare systems reduce
anomaly detection latency by 50% compared to cloud-based solutions [8, 23, 24].

C.4.Intelligent Cities

Fog computing powers various smart city applications, including traffic management,
waste collection, and energy optimization. Deep learning models on fog nodes analyze
sensor and video data to predict traffic congestion and provide alternative route
suggestions, improving urban mobility [4, 9].

C.5.Industrial IoT (IIoT)

Predictive maintenance is a critical application of deep learning in industrial settings.
Fog nodes equipped with neural networks analyze sensor data in real time to predict
early signs of equipment failure. This approach significantly reduces downtime and
lowers maintenance costs [6, 22, 25].
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D. Issues

Computational Resource Limitations

FOG nodes are constrained in computational and storage capabilities, thereby causing
difficulties when deploying computation-intensive deep learning models. Model pruning
and quantization methods play a vital role in this regard to overcome these constraints
[3, 26].

Latency and Bandwidth

Although fog computing reduces the latency compared to cloud-based systems, it is still
difficult to achieve real-time performance for large-scale applications. The data
transmission between fog nodes and edge devices should be optimized [1, 2, 12].

Security and Privacy

Moreover, its distributed nature makes the FOG environments vulnerable to cyber-
attacks. Further, processing sensitive data locally necessitates strong encryption and
protection mechanisms while deploying the models at the edge [8, 14].

Scalability

Deep learning application scale-up on distributed fog networks calls for sophisticated
workload balancing algorithms. It is non-trivial to ensure consistency and effectiveness
in heterogeneous settings [4, 5].

E. Methodologies

Lightweight Architectures

Techniques like knowledge distillation, model pruning, and quantization reduce the
computational overhead of deep learning models, which are thus suitable for
deployment on resource-constrained fog nodes [3, 26].

Federated Learning

Federated learning trains models locally on fog nodes with decentralized data to
preserve the privacy of the users. This is especially helpful in applications like
healthcare and finance, which are extremely sensitive to the data [8, 24] [27-37].

Hierarchical Frameworks

Integrating the cloud, fog, and edge layers in a hierarchical processing framework
ensures that tasks could be assigned effectively. Critical tasks can be executed locally
and offload computation-intensive tasks to the cloud [5, 6].

F. Case Studies
Healthcare Systems

A fog-based healthcare system used CNNs to analyze real-time patient data, reducing
anomaly detection response times by 50% [8]. The system also reduced the amount of
bandwidth used by pre-processing data locally.

Industrial Automation
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In a smart factory, fog-enabled deep learning models were applied to predict equipment
failures with high accuracy, which reduced downtime and maintenance costs by 60% [6,

22, 25]

Environmental Monitoring

Fog nodes equipped with neural networks monitored urban air quality, reducing data
uploads to cloud servers by 70%. Furthermore, the system provided highly accurate
pollution-level forecasts, demonstrating the potential of fog computing in environmental

applications [4, 14].
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Table 1. The Condensed Research Findings

Study | Year Title Methodology Application Evaluation Challenges Key Findings
Metrics
[1] 2016 | The Fog | Analytical modeling | IoT & Fog | Latency, Security, Reduced latency and
Computing Computing resource scalability improved [oT
Paradigm utilization efficiency
[2] 2012 | Scalable Fog | Design of  fog | Fog Scalability, Scalability Enhanced IoT data
Architectures frameworks Computing latency issues management
[3] 2015 | Deep Learning Hierarchical feature | Deep Learning | Accuracy, Resource Effective for
extraction Foundations computational | demands complex data
complexity pattern extraction
[4] 2017 | Adaptive  Deep | Adaptive learning in | Adaptive IoT | Response time, | Resource Reduced response
Learning for [oT | fog nodes Models accuracy constraints times by 50%
[5] 2020 | Distributed Hierarchical fog | Hierarchical Latency, Layer Reduced latency and
Learning architectures Models resource coordination | improved resource
Frameworks utilization utilization
[6] 2019 | Real-Time Neural networks in | Real-Time Bandwidth Load Reduced bandwidth
Analytics fog nodes Analytics reduction, balancing by 60%
processing time
[7] 2014 | GANs in Fog | GAN-based data | Data Training Training Enhanced data
Systems synthesis Augmentation | efficiency, complexity synthesis in
resource usage constrained
environments
[8] 2021 | Healthcare Fog-enabled deep | Healthcare Anomaly Privacy, Real-time anomaly
Systems learning Systems detection rate hardware detection in patient
monitoring
[9] 2019 | Fog for Smart | CNN-based traffic | Smart Cities Traffic flow, | Bandwidth, Real-time traffic
Cities management energy savings | computation optimization
[10] 2019 | Predictive Predictive models in | IIoT Systems Fault detection | Computational | 60% downtime
Maintenance fog nodes accuracy limits reduction
[12] 2019 | EdgeLens Deep learning for | [oT/Fog/Cloud | Accuracy, High- Improved
object detection response time performance | adaptability for
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demands object detection
[13] 2024 | Distributed Online learning for | lIoT Systems Model Bandwidth, Enhanced  human
Training in Fog [IoT efficiency, latency activity recognition
privacy
[23] 2021 | Federated Federated learning | Healthcare IoT | Privacy, Privacy, Privacy-aware
Learning for | in fog nodes anomaly hardware anomaly detection
Healthcare detection rate
[25] 2019 | Al for Smart | Al-enhanced fog | Smart Homes | Energy savings, | Device Energy optimization
Homes nodes privacy integration with privacy
protection
[26] 2024 | Task Offloading | Reinforcement Fog Task Decision Optimized resource
in Fog learning for | Computing completion complexity allocation
offloading time, energy
efficiency
[14] 2024 | Federated Federated learning | [oT/Edge/Fog | Accuracy, Privacy, Improved privacy-
Learning Systems | architecture privacy bandwidth preserving ML
preservation models
[27] 2019 | HealthFog Ensemble deep | Healthcare IoT | Latency, Scalability Enhanced heart
learning execution time disease diagnostics
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In Table 1 presents significant improvements and issues towards fog
computing integration with deep learning across a wide range of domains. Shi &
Dustdar [1] portrayed how fog computing reduces latency and enables IoT
efficiency though security and scalability remain an issue. Kang et al. [4] presented
adaptive [oT models that reduce response times by 50%, though this itself is in
need of resource optimization. Li et al. [6] identified that fog nodes enable real-
time analytics with bandwidth reduction by 60%, but load balancing between local
and cloud is still a challenge. In the healthcare domain, Sarker [8] found out that
fog-enabled deep learning techniques support real-time anomaly detection in
patient monitoring systems. Challenges will be related to data privacy and
hardware constraints. In regards to, Ahmed et al. in [9] highlight how fog nodes
can enable CNNs with major impacts on traffic management and energy
optimization in a smart city. However, it increases bandwidth and computation. As
discussed by Zhao et al. in [10], fog predictive maintenance results in a system
downtime of 60%. But these are still under fog computing nodes' limitation for
handling computations. Kumari et al. [23] discussed federated learning over
healthcare IoT for anomaly detection in real time, considering privacy and
hardware challenges. Very recently, works like Tuli et al. [27] proposed an
ensemble deep learning in fog nodes for improved healthcare diagnostics,
indicating the challenges related to scalability and real-time processing, whereas
Pakmehr [26] and Kumar & Srirama [13] pointed out task offloading with
architectures of distributed training for efficient fog computing in complex
systems.

G. Future Research Directions

Lightweight Models Developing more effective deep learning architectures will
be necessary to enable wider use in resource-constrained environments.
Investigations on adaptive models, balancing accuracy and the consumption of
resources, play a crucial role [3, 26]

G.1.Privacy-Preserving Al

Innovations in federated learning and secure multi-party computation can
alleviate the privacy concerns, especially in the sensitive domains like healthcare
[8, 24, 27].

G.2.Cross-Layer Optimization

Designing frameworks that optimize task allocation across cloud, fog, and edge
layers can address high-performance and scalability issues in complex systems [5,
6].

G.3.Hybrids of Al
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Combining traditional machine learning with deep learning could provide
improved fog computing applications, especially in scenarios when lightweight and
interpretable models are needed [1, 2, 12].

H. Conclusion

Deep learning combined with fog computing is another milestone for

distributed computing where real-time data processing efficiently with edge-based
decision making becomes a reality. Deep learning-fog computing fusion is set to
bring an extraordinary revolution in healthcare, smart cities, and Industry IoT,
among other use cases. This will reduce latency, thereby improving real-time
analytics and overcoming bandwidth constraints, thanks to the deep learning
models that can be deployed at the edge, offering even more responsive and
efficient systems. For example, in healthcare, deep learning models installed on fog
nodes facilitate timely detection of anomalies in patient data for quicker medical
interventions. Similarly, in smart cities, fog-enabled deep learning optimizes traffic
flow, enhances energy management, and contributes to better urban planning.
However, such integration is not without its challenges. The inherent resource
constraints of fog nodes, including limited computation and storage, make it hard
to deploy big and complex deep learning models. Overcoming these limitations
calls for the development of more efficient, lightweight models, such as model
pruning, quantization, and federated learning. Furthermore, with privacy concerns,
especially in sensitive fields like healthcare and personal IoT, secure data
processing techniques are needed to protect user confidentiality and system
integrity. Future research should be focused on developing adaptive, scalable
architectures that can dynamically allocate resources based on demand and
optimize performance across distributed environments.
In the near future, it is expected that fog computing and deep learning will keep
pushing toward increasingly smarter and more autonomous devices. With high
computational capacity and advancements in privacy preservation, the potential of
deep learning-fog computing symbiosis opens opportunities for immense
innovation and the betterment of living standards worldwide.
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